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|. KoMIuiekc OCHOBHBIX XapaAKTEPUCTUK NMPOTPaAMMbI

1. losicHuTE/IbHAA 3alIMCKA

CuctemHblii  agMuHHcTparop (amria.  System  administrator - mociioBHO
«aIMUHHCTPATOp CHUCTEMBI») - TpodeccmoHan B obOmactd  WHGOPMAIMOHHBIX
TEXHOJIOTUM, O0S3aHHOCTH KOTOPOIO MOJPa3yMEBAIOT OOECIEUYEHHE IITATHOW paboThI
KOMITBIOTEPHON TEXHHUKHU, CETH U MPOTPAMMHOT0 00CCTICUCHHUS.

CoBpeMEHHbIE  TEXHOJOTUM  MPEJOCTABISIIOT  MOJB30BATEII0  MOIIHBIM
WHCTPYMEHTApUN JUIsl peIleHUs pa3iuyHbiX 3agad. [losBuiiach BO3MOXKHOCTB
aBTOMAaTU3allMd HEKOTOPBIX MPOLECCOB W (PyHKUUN yepe3 Bebd-untepdeiicsl. MHorue
OpraHu3alMi UMEIT COOCTBEHHBIC CaWThl M CTpaHullbl B MHTepHeTe, HO HJisi TOTO,
yTOOBl  CO3/1aTh, MOJJICPKUBATh CETh MNPEANPHUATHS, HEoOXoauMo  00J1aaaTh
ONpeIeIEHHBIMU HABBIKAMU U 3HAHUSIMH.

B Hacrosimee Bpems HauOolsiee NEPCIEKTUBHOM Npo(ecCHOHAIBHONU Cpenoi
apisieTcs cepa nHGOPMALIMOHHBIX TEXHOJIOTHM U MPOrpaMMUPOBAHHUS.

CucremMHOE aJMUHUCTPUPOBAHUE UMEET 0CO00E 3HaUEHUE B Pa3HBIX 00JIACTSX, B
TOM 4YHCJI€ U B OOpa3oBaHMM. DTOT MPOLECC MPEACTaBISAET cOOOM LEbld KOMILIEKC
CHEUUAIM3UPOBAHHBIX YCIYr, KOTOpbIE€ HaIlpaBli€Hbl Ha TO, 4YTOOBI 00ECIEeYnTh
OecniepeOoiftHyr0 paboTy Bcero o0OpyIOBaHUS M KOMIIBIOTEPHOM TEXHHKH, a TaKKe
HAJEXKHYI0  3alllUTYy JAaHHBIX, COXpPaHEHHE UH(POPMAIMOHHBIX PECYpCOB U
MaKCUMaJIbHYI0 0e301acHOCTh ceTH. McmpaBHas paboTa TEXHUKH NaéT BO3MOXKHOCTD
nejaroraM  HMCIHOJIb30BaTh B 00pa30BaHWM TMPUHIMUIMAIBHO HOBBIE TEXHOJIOTHH
00yueHus.

[Iporpamma  «CucTeMHOE  aJIMUHUCTPUPOBAHUE»  HUMEET  MEXHUUECKYIo
Hanpagnennocmsp. OOydarouecs B XOAE 3aHIATHM NPHUOOIIAIOTCA K WHKEHEPHO-
TEXHUYECKUM 3HAHUSIM B 00JacTH WH()OPMAIIMOHHBIX TEXHOJOTUH, (HOPMUPYIOT
JIOTUYECKOE MBIIILICHHE.

OcHoBaHueM [JIsl TIPOSKTUPOBAHUS W peau3alluu JaHHOW 0O0Iepa3BUBAIOIICH
IPOTPAMMBI  CIYXKUT HepeueHb CAeOyIouUX HOPMAMUGHBIX NPABOBHIX AKMOE U

2ocyoapcmeennvlx  npozpammuuvix  Jlokymenmoes: DenepanpHbiii  3akoH  «O0
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obpazoBannu B Poccuiickoit ®eneparum» ot 29.12.2012 N 273 -®3; Crparerus

pa3BuTHA BocniuTaHus B Poccuiickoit @enepannu Ha nepuos 10 2025 roja.

Pacnopsxkenne IIpaButensctBa Poccuiickoit @enepanun ot 29 mas 2015 r. Ne 996-p;
[Tucemo MunuctepctBa obpazoBanuss u Hayku PO ot 18.11.2015r. Ne 09-3242. «O
HarpaBiIeHUM MeTOINYeCKHX PEKOMEHJAUi MO NPOEKTHPOBAHUIO JOMOJIHHUTEIbHBIX
oOlepa3BUBalOIMX  MporpaMMm  (BKJIIOYash  pa3sHOYpPOBHEBBIC)»;  PacmopspkeHue
npasutenbcTBa PO ot 04.09. 2014 Ne 1726-p «O06 yrBepxknennn KoHuenuuu pa3BUTHS
JOTIOJTHUTENBHOTO 00pa3zoBanus AeTeil»; «OCHOBBI 3aKOHOAATENbCTB PP 00 oxpaHe
3JI0pOBbsI TpakaaH», yTBepkaecHHbIe BepxoBHbIM coBeToM P® ot 22.07.1993 Ne 5487 -
(pen. ot 25.11.2009); deaepanbbiii 3akoH 0T 24.07.1998 No 124-®3 «O6 OCHOBHBIX
rapantuax mnpaB pedbéHka B POy»; denepanbubiii 3akoH 0T «OO0 OCHOBax OXpaHbI
3n0poBbsd rpaxaaH B Poccuiickon ®enepaumn», 2011r.; Ilpukaz MwunHuHCTEpCTBa
npocsenieanst Poccun ot 09.11.2018 r. Ne 196
«O0 ytBepxaeHun Ilopsnka opraHu3aud M OCYILIECTBJIECHHUS 00pa30BaTEIbHON
NEATEIbHOCTH MO JOIMOJHHUTENIbHBIM o01ieoOpa3zoBarenbHbiM nporpammam»  (IIpukas
Nel1008 oTmeHen).

Axmyanvnocmy  npozpammel  00yCIOBIIEHA NOTPEOHOCTbIO oOOIIecTBa B
TEXHUYECKU TPaMOTHBIX CIIEHUATUCTaX U MOJHOCTHIO OTBEYAET COLMAIBHOMY 3aKa3y IO
HOJrOTOBKE KBAJIM(PUIMPOBAHHBIX KaJpPOB. YUMUTHIBAs CJIOXKHOCTh W MHOrooOpaszue
KOMITBIOTEPHOM TE€XHUKH, CTAHOBUTCSA IMOHSATHO, YTO 3aHUMATHCS CHUCTEMHBIM
aJIMUHHACTPUPOBAHUEM MOXKET TOJIBKO CIEHUANINUCT, OO0JaJaloluil HEeoO0XO0AUMBIMU
3HAHUSIMU U HABBIKAMU.

B o00s3aHHOCTM JI0O0OTO CHCTEMHOIO aJMHUHUCTPATOpa BXOJUT pEIICHHE
OOJBIIIOr0 KOJIMYECTBA PAa3HOOOPA3HBIX 3a/1ay, MPU3BAHHBIX OOJErYUTh KU3Hb KaK €My
caMOMy, Tak U TOJb30BaTeNsIM. T0, ¢ YeM NPUXOAMTCS CTAIKUBATHCA MOCTOSHHO, -
MOHUTOPUHT CEPBEPOB WM OTIEIbHBIX MPOLECCOB, PE3EPBHOE KOMUpOBaHUE 0a3
JAHHBIX, TPOCMOTP JIOTOB C TOCIEAYIOIICH BBIOOPKOW HE0oOXoaumon uHOOpMaIIIH,
HACTpOWKAa M  COBEPILICHCTBOBAHME CHUCTEMbl HH()OPMALMOHHOM OE30MacHOCTH,
3aBEJCHUE U PEJAKTUPOBAHUE MOJIb30BATEIBCKUX YUETHBIX 3AIUCEH U T. 1.

Ceronus B 110001 cdepe nesaTeNbHOCTH CYIIEeCTBYET ONpeAeEHHbIA 00bEM 3a1ad,
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JUTSI OTIEPATHBHOTO BBITIOJTHEHHSI KOTOPBIX HEOOXOAMMO COCTMHEHHE BCEX KOMITHIOTEPOB
B €JMHYIO JIOKaJIBbHYIO ceTh. M oHa fomkHAa 4€TKO (YHKIIMOHWUPOBaTh. B MpOTHBHOM
cllydae BO3MOXKHBI MMOTEpU MH(POPMAINH, 3aMeJICHUE WM TOJHAs OCTaHOBKa OOMEHa
naHHbpIMU. [ToaTOMY HacTpoiika ceTd, OOCTy)KHMBaHUE M aJIMUHACTPUPOBAHHE JIOKATHHON
CETH SIBIISIOTCS AKTyaJIbHBIMU 3a/1a4aMi HACTOSIIIIETO BPEMEHH.

Taxke mnporpaMma akTyajdbHa TEM, YTO HE HWMEET aHaJIOTOB Ha pHIHKE
0011e00pa30BaTEIBHBIX YCIYT U SBJSICTCS CBOETO POja YHUKAIBHBIM 00pa30BaTeIbHBIM
IPOYKTOM B 00J1aCTH MH(GOPMAITMOHHBIX TEXHOJIOTHA.

Ilpoznocmuunocme IPOTPaMMBI «CucreMHoe aJIMUHUCTPUPOBAHUE
3aKJII0YAETCS B TOM, UTO OHA OTpakaeT TpeOOBaHUS U aKTyalbHbIC TCHICHIIMH HE TOJIBKO
CETOJHSAIITHETO, HO M 3aBTPAITHETO JTHA, & TAK)KE MMEET MEKIUCIUILIHHAPHBIA XapaKTep,
YTO TOJIHOCTHIO OTPAXKAET COBPEMEHHbIE TCHICHIIMM MOCTPOCHUS KaK JIOMOJHUTEIbHBIX
00111600pa30BaTEIbHBIX MPOTPAMM, TaK U 00Opa30BaHUS B LIETIOM.

Jannast oOpazoBaTenbHas MporpaMMa BKIIOYaeT B ceOs JOCTIDKEHHUS Cpasy
HECKOJbKMX HampamjieHuil. B mpolecce aaMUHUCTPUPOBAHMS JIETU  MOJIy4aT
JOTIOJTHUTEHHOE 00pa30oBaHUE B 00JIACTH MaTEMATHUKH, JICKTPOHUKHA U HHPOPMATHUKH, a
Tak)Ke 3HaHUS B 00JIACTU TEXHUUYECKOTO aHTJIMICKOTO S3bIKA.

[Iporpamma mMeeT MPaKTUYECKYIO HAMPABICHHOCTh C OPUEHTAIlMEH Ha peajbHbIe
NOTPEOHOCTH, COOTBETCTBYIOIIME BO3pacTy OOydYaroImIerocs; OXBaTbIBaeT Kak
QITOPUTMUYECKOE HAIMpaBlieHWe, TaK M BOMPOCHI TPAKTUYECKOTO HCIIOIh30BAHUS
MOJIYYCHHBIX 3HAHWUH TpU pEIIeHWH 3a7a4 W3 Pa3juvHbIX O00JlacTeld 3HAHW;
OPUEHTHUPOBAHA Ha CYIIECTBYIONTUHN MAapK BHIYUCIUTEILHON TEXHUKHU U JIOTIOJTHUTEIIbHbBIE
OTpaHUYCHUS; JIOMyCKAaeT BO3MOXHOCTh BapbUPOBAHUS B 3aBHCHUMOCTH OT YpPOBHSA
MOJTOTOBKM M HWHTEJUICKTYaJbHOTO YPOBHS OOydJarommxcs (Kak TPYIIOBOTO, TaK H
WHUBUYyAIbHOTO), a TAKXKe MPEyCMaTPUBAET BOSMOKHOCTh UHINBUIYAIbHOU paOOTHI
¢ 00yYarOIIMMHUCS.

[IpakTryeckas 3HAYUMOCTh Kypca 3aKIF0YacTCs B TOM, YTO OH CIIOCOOCTBYET
OoJee yCHENnTHOMY OBJIQJICHUIO 3HAHWSIMU U YMEHHSMU MO HampaBieHnio «CHCTEeMHOE
aIMUHHACTPUPOBAHUE» dYEpe3 pPa3BUTHE CAMOCTOATEIBHOCTH  OOy4alolmuxcs |
OTNITHUMH3AIIAIO CPEJICTB U METO/I0OB 00YUYEHUSI.

3HaHUS U yMEHUS, MPUOOPETEHHBIE B pe3yJibTaTe OCBOEHUS Kypca, MOTYT OBITh
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UCIONB30BaHbl oOydaromuMmucs npu crade EI'D, a taxke mpu oOydeHuu B cpeaHe-
CHelMaJIbHBIX YUeOHBIX 3aBEACHUSIX U Ha HayalbHBIX Kypcax B BY3ax.

Omauuumenvnan 0CO0EeHHOCMb npozpammol «CucreMHoe
aJIMUHUCTPUPOBAHUE)» B TOM, YTO OHA SIBJIAETCS MPAKTUKO-OPUEHTUPOBaHHOU. OCBOCHME
MOJIPOCTKaMU HABBIKOB pa3pabOTKU CETH, BEO-CEPBUCOB U CETEBBIX CIIYKO MPOUCXOANT B
IpoIecce MPAaKTUYECKOM M CaMOCTOATENbHOUW paboThl. DTO MO3BOJSET OO0YUYaIOIUMCS
MOJIy4aThb HE TOJBKO TEOPETHUECKHE 3HAHUS B 00JIACTH aJIMUHHUCTPUPOBAHUS, HO H
YBEPEHHO OBJIaJeBaTh |T- TEXHOJIOTHSIMH, YTO TMOMOXET MM CaMOOIPEHEIUTHCS U
BBICTPOUTh TPACKTOPHUIO JIMYHOCTHOTO pPOCTa B COBPEMEHHOM HWHOOPMAIMOHHOM
oO1uiecTae.

M3yyeHne OCHOBHBIX MPHUHIMIOB IOCTPOCHUS W aJIMHHUCTPUPOBAHUS CETEH
HEBO3MOXXHO ©0e€3 peryiaspHod mpakTukd. OOydeHHe MNpoucXOonuT Ha Oasze
obpazoBarenpHoi 1ardopmer Cisco. Ha panHO#W mmatdopme MpeacTaBleHBI Bce
TEOPETHUYECKHE MaTepuasbl, OUOJIMOTEKH, NPAKTUUYECKUE W TECTOBbIE 3aJaHus. Y
Ka)X70ro peOeHKa eCcTh CBOsI YUETHAsl 3alKCh, Oyaroapsi KOTOPOH OH MOXKET MOJIYYUTh
JOCTYyN K 00pa3oBarenbHoi miatdopme ¢ arodoro I1IK u camocTosTeIbHO UCTIOIB30BATh
MaTepHabl JJis TIOBTOPEHUSI U3YYEHHOTO MaTepualia U BHIMIOJHEHUS JIOMAITHUX padoT.
[legaror nosgy4yaer CTaATUCTUKY IO YPOBHIO OCBOEHHS IPOIPAMMBbI KaXKIbIM PEOEHKOM.

B nmnporpaMmy 3amokeH MNpPUHLUN MOJYJBbHOCTH, KOTOpas oOecrieunBaeT
BapHaTUBHOCTh OO0yueHUs. Moaynb - CTpyKTypHas eaMHULa oOpa3oBaTeIbHOU
IPOrpamMMbl, UMEIOIIAasi ONPEEIECHHYIO JOTHYECKYIO 3aBEPIICHHOCTh 0 OTHOIICHUIO K
pesynbTaTtam oOydeHusi. Kaxaplii MOIyJb COCTOMT M3 KEWCOB (HE MEHEE [IBYX),
HamnpaBJICHHBIX Ha (opmupoBanue omnpeaeaéHubix kommnerenuui (hard wu  Soft).
Pe3ynpTaToM Kaxaoro Keiica SBISETCS «IPOAYKT» (TPyNIOBOWM, WHIAMBUIYAJbHBIN),
JEMOHCTPUPYIOIINI CPOPMUPOBAHHOCTH KOMIIETEHITUH.

Keiic BxiroyaeT HabOp croenuagbHO pa3pabOTaHHBIX YYE€OHO -METOAMYECKHUX
MatepuanoB. KelcoBble «IpPOAYKTBI» MOTYT OBITh CAMOCTOSITEIBHBIM IPOEKTOM IO
pe3yiapTaTaM OCBOEHHUSI MOAYJsS, WM OOIIero MpoeKTa MO pe3ylbTaraM Bcel
oOpa3oBarenbHON mporpaMMbl. MOJyid W KEWChl pa3IMyaloTCs IO CIOXHOCTH U
peanu3yroTcs MO MNPUHLHILY «OT HPOCTOro K ciloxkHOMY». Ilo comepxkaHuro MOAyJu

JENsATCd Ha TpeJAMETHbIE (HEMOCPEJICTBEHHO CBS3aHHBIE C OO0JACThIO 3HAHUMN),



oOmiepasBuBaronie  (HampaBieHHble  Ha  (OPMHUPOBAHHME  [MO3HABATENBHBIX,
KOMMYHUKATHUBHBIX KOMIIETCHIINUMN).

[IporpamMHOE cOAEpKaHHE KaXKIO0ro IMOCIEAYIOMEro MOAYJsS ONUpPAETCS Ha
c(hopMHUpPOBAHHBIE 3HAHUS W YMEHUS MPEABIAYIIEro, MPEANoiaracT MX paclIiupeHue,
yriayOJieHne, a Tak)ke BHOCUT 3HAUUTEIbHBIN 3JIEMEHT HOBU3HBI.

Aopecam obuepazeusarouieit nPpopammol

JlonomHuTeNbHAS oO1epa3BUBaroIas nmporpamma «CucreMHoe
aMUHUCTPUPOBAaHUE» TMpeAHa3HayeHa g JeTed B Bo3pacre 12-17 njer 0e3
OTpaHUYCHUI BO3MOXKHOCTEH 3/I0pPOBbS, MPOSIBISIIONIMX HHTEPEC K YCTPOUCTBY
KOMIIBIOTEPA, JTOKAJILHOU CETH, CEPBEPHOMY U KOMMYTALIUOHHOMY 000pYI0BaHUIO.

®opmbl 3aHATHIA TPYIIOBBIE, KOIUYECTBO OOydaromuxcsi B rpymme - 10-12
yesioBeK. CocTaB IpymI OCTOSHHBIM.

Bospacmmuwie ocobennocmu cpynnoi

CopepkaHne TpOrpaMMbl  yYWUTHIBAET BO3PACTHBIE U IICUXOJOTHYECKHE
0COOEHHOCTH JeTe B Bo3pacte 12-17 ner, KOTOpbIe OIpPEAeNsioT BbIOOp (opm
IPOBENICHUS 3aHATUHN ¢ 00ydarolmuMHucs. BoieneHHble HAMU BO3PACTHBIE MEPUOBI MPU
¢opmupoBanun Tpynn 12-17 ner 0a3upyroTCs Ha MCUXOJIOTMUECKHX OCOOEHHOCTSIX
Pa3BUTHUSI CTapIIIETO MOAPOCTKOBOro Bo3pacta (1o JI. b. DnbkoHuny).

Jletu sTOrOo  BO3pacTa  OTJIMYAIOTCS BHYTPEHHEH  YpPaBHOBEUIEHHOCTHIO,
CTpEeMJICHHEM K aKTHMBHOHW MPAKTUYCCKOW MESITEIBHOCTH, MOATOMY OCHOBHOW (hOpMOi
NPOBENICHUS] 3aHATHI BBIOpPAHBI MpAaKTHUECKUE 3aHsATHS. Pelar Takxke yBIeKaer
COBMECTHAsl, KOJUIEKTUBHAsl JIE€ATEIbHOCTh, TaK KakK pE3KO BO3pacTaeT 3HA4YEHUE
KOJJIEKTHBA, OOIIECTBEHHOIO MHEHHUS, OTHOIIEHUH CO CBEPCTHUKAMM, OLICHKHU
MOCTYIKOB U JIEUCTBHIM peOEHKA CO CTOPOHBI HE TOJBKO CTapIIMX, HO U CBEPCTHHUKOB.
Pe6GéHok cTpemuTcs 3aBOE€BaTh B MX IJla3ax aBTOPUTET, 3aHATH JOCTOMHOE MECTO B
KojuiektuBe.  [loaToMy B mporpaMMy — BKJIIOYEHBI — MPAKTHUECKUE  3aHATHS
COpPEBHOBATEJILHOTO XapaKTepa, KOTOPbIE MO3BOJISIIOT KaXAOMY IMPOSBUThH CeOsl U HAWTU
CBOE MECTO B JIETCKOM KOJUIEKTUBE.

Takxke cieayer OTMETUTb, YTO JETH JAHHOM  BO3PACTHOM  TpyMIIBI
XapaKTepU3yIOTCSl TaKUMHU TICUXWYECKUMHU TMPOIECCAMH, KaK H3MEHEHHE CTPYKTYpPhI

JUYHOCTU U BOZHUKHOBEHUE MHTEpECA K HEH, pa3BUTHE aOCTPAKTHBIX (POPM MBIIILICHHUS,
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CTaHOBJIEHHE O0O0Jiee OCO3HAHHOTO U IIEJICHANPABICHHOIO XapakTepa IesTeIbHOCTH,
NPOSIBJICHHE CTPEMJICHHSI K CaMOCTOSITEIbHOCTH M HE3aBUCUMOCTH, (HOPMHUpPOBAHUE
CaMOOIIEHKU. DTH MPOIECCHI MO3BOJIAIOT MOJOKHUTH Ha4an0 (POPMUPOBAHUIO HAYATHHOTO
PO eCcCUOHATEHOTO CaMOOTIPEEIICHHS 00YUYaOIIUXCS.

Pestcum 3anamuii, 00vém obOwiepazsugaiouieii npozpammul: JITATEIBHOCTD
OJIHOTO 3aHATHS COCTABIIET 2 aKaJeMUYECKUX Yaca, IEpUOAUIHOCTD 3aHATHN - 2 pa3a B
HEJIEIO.

Cpox oceoenusn obwiepazeugaiouieii nPoOZpammpl ONPENEIAETCI COACPKAHUEM
porpaMMsl 1 coctapisieT 2 rofa (144 vaca B roxn).

Dopmul 00yueHua u 6uUObl 3aHAMUIL: COYCTAHUE OYHOM M OYHO-3204HON (opM
o0pa3oBaHMsI C TPUMEHEHHUEM DJJEKTPOHHOIO OOy4eHUST M  JIMCTAHIIMOHHBIX
o0pa3zoBaTenbHBIX TeXHOJOTHH (3akoH Ne273-D3, rn.2, cr.17, m.2.).

OCHOBHOI THIl 3aHATUA - KOMOMHHMpPOBAHHBIN, COYETAIOMIMA B CeOE 3JIEMEHTHI
TEOPUH W TPAKTUKHU. BOIBIIMHCTBO 3aJaHMil Kypca BBIMOJIHSAETCS CaMOCTOATEIBHO C
MOMOIIBIO TIEPCOHATBHOTO KOMIBIOTEPA U HEOOXOAUMBIX POrPAMMHBIX CPENICTB. Takxke
mporpaMma Kypca BKJIIOYAET TPYNNOBbIE M HHAUBUIAyaTbHbIE (QOpMBI PadbOThHI
oOyyaroruxcsi (B 3aBUCUMOCTH OT TEMBbI 3aHSTHS).

Kaxnmas Tema Kypca HauMHaeTcs C MOCTAaHOBKHM 3aJladyd - XapaKTEPUCTUKHU
peIMETHON 00JIaCTH, KOTOPYIO MPEACTOUT U3yunuTh. C 3TON LEeNbo NeAaror npoBOAUT
JIEMOHCTPALIMIO TPE3CHTAIMH, a TaKXkKe pe3yabTar paboThl. 3aKperuieHHe 3HAHHM
IPOBOJUTCA C TIOMOUIBIO MPAKTUKA OTPAOOTKM YMEHHUI CaMOCTOSITEIbHO pEIIaTh
MOCTABJICHHBIE 3a/1a4d, COOTBETCTBYIOIIME MHWHUMAIBHOMY YPOBHIO IUIAHUPYEMBIX
pesynbTaToB  oOydenusi. OCHOBHBIE 3aJaHHs  SIBISIOTCS  OOSA3aTENbHBIMU TS
BBITIOJTHEHUS BCEMU 00YUYarOIIUMUCS TPYIIbl. 3aJaHUs] BHIOJHSIIOTCS HA KOMIIBIOTEPE C
UCIIOJIb30BaHUEM 00Opa3zoBaTesbHON MaTdopmbl. [Ipu 3TomM oOydaromuecss HE TOJBKO
(bOpMHPYIOT HOBBIE TEOPETUYECKUE U MPAKTHUUECKUE 3HAHUS, HO U TPUOOPETAIOT HOBBIE
TEXHOJIOTUYECKUE HABBIKH.

Metonuka oOydeHHs OpPUEHTHPOBAHA HA WHIWBHAYaIbHBIM moaxoxa. [ms toro
YTOOBI KaXIbld MOJPOCTOK MOJYYWJ HAWIYUIIUW pe3ysibTaT oOy4deHHs, MpOrpaMMOi
NPENyCMOTPEHBl WHIWBUIyAIbHBIC 3aJaHusl JJIS CAaMOCTOSITEIbHOM paldoThl Ha

JoMalIHeM KoMmibtotepe. Takas dopma opraHuzainuu 00ydeHHs] CTUMYJUPYET UHTEpeC
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oOydaromierocss K TMpEAMETY, AaKTUBHOCTb U CaMOCTOSITEIBHOCTh OOYYaIOIUXCs,
CIOCOOCTBYET OOBEKTUBHOMY KOHTPOJIO TIYOMHBI M IIUPOTHI 3HAHWM, MOBBIIICHUIO
KauecTBa YCBOEHHMS Marepuaja OOydaroIMMHUCS, II03BOJSIET MEAarory MOJy4YnuTh
OOBEKTUBHYIO OIICHKY BBIOpAaHHOW MM TaKTUKH W CTpaTerud padoThl, METOAUKHU
WHUBUTyJIbHOTO 00YYeHUS U OOYYEHHs B TPYMIIE, BRIOOpA MPEAMETHOTO COJICPIKAHMS.

Jlnst camocTosTENbHOM PabOThl KCIONB3YIOTCA Pa3HbIE MO YPOBHIO CIOKHOCTH
3ananus. KomnyecTBo Takux 3aaHuil B pab0OTe MOKET BapbUPOBATHCSI.

B xozxe o0ydeHHs NPOBOAMTCS MPOMEKYTOYHOE TECTHUPOBAHUE IO TEMaM I
ompeereHUs] YPOBHS 3HaHUN 0O0ydyaromuxcs. BhINOTHEHWE KOHTPOJIBHBIX 3aJaHHM
CIOCOOCTBYET AaKTHUBHM3allMU y4e€OHO-TIO3HABATEIBHOM JIEATENBHOCTH U BEAET K
3aKPEIUICHUIO 3HaHWM, a TaKKe CIYXUT WHIMKATOPOM YCHEIIHOCTU 00pa30BaTEIbHOIO
nporecca.

[lo Tumy opraHuzaluu B3aWUMOJCUCTBUA TNEAAroroB ¢ OOyYaromMUMUCA TIPU
peanuzanuyu TporpaMMbl HUCIOJIB3YIOTCS JIMUHOCTHO-OPUEHTUPOBAHHBIC TEXHOJIOTHH,
TE€XHOJIOTUU COTPYIHUYECTBA.

Peanuzauus nporpaMMbl IpeAnosaraeT MCIOJIb30BaHUE 3/10POBbECOEpEraroimmx
TEXHOJIOTUH.

3nopoBbecOeperaroas AesiTeIbHOCTh PEeaTn3yeTCs:

- yepe3 co3aaHue 0€30MACHBIX MAaTEPUATIbHO-TEXHUYECKHUX YCIOBUN;

- BKIIOYEHUEM B 3aHATHE [MHAMUYECKUX TMay3, MEPUOJUYECKOW CMEHBI
NEeSATEIbHOCTH 00YYaIOIUXCS;

- KOHTpOJIeM co0JItoieHHs 00yJaromumMucs npasuii padbotsl Ha [1K;

4yepe3 COo3/1aHue OJIaronmpUsTHOTO TICUXOJIOTUYECKOro KJIUMaTa B yueOHOM rpyrine
B LIEJIOM.

00vém obwepaszsusarouielit nPOZPAMMbl COCTABIISIET 288 4acoB.

[Io ypoBHIO OCBOEHMS MporpamMma OOUIEpa3BUBAIOLIAS, PAZHOYPOEHEBAs
(crapToBbIii, 6a30BbIi ypoBHHM). OHa 0OOecreunBaeT BO3MOKHOCTh OOy4Y€HHUs AETeH ¢
JHO0BIM YPOBHEM TIOJITOTOBKH.

«Cmapmosulit yposenvy (nepewlit 200 00yueHun)

Paccuntan Ha aeteil B Bo3pacte 12-14 ner, nposBisIIOMINX UHTEPEC K YCTPOUCTBY

KOMITbIOTEPA, JJOKAIBHOU CETH, CEPBEPHOMY M KOMMYTAILIMOHHOMY 00O0pY/I0BAHHUIO.
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3auucnenue JAered HaA MepBbIi  rox  oOydeHHsT ~ OPOU3BOAMTCS — Oe3
peABapUTEILHOI0 0TOOpa (CBOOOIHBIN HAOOD).

K koHIy mepBoro roja o0ydaromuecs: Nojay4dar MepBUYHbBIE HABBIKA YAAIEHHOTO
aJIMAHUACTPUPOBAHUs, OOECHEUYEHMsI 3alIUTBhl CETEBBIX YCTPOWCTB, M3y4yaT OCHOBBI
MOCTPOCHUSL CETe ypOBHSA HEOONBIIUX OGUCOB W (DUIHANOB; NMPUOOPETYT HABBIKU
MIOMCKa, aHaIN3a, UCII0JIb30BaHUs HH(OpMAaLUY B ceTH VIHTepHeT.

«bas3zoewtii yposenv» (6mopoii 200 00yuenus)

Paccuntan Ha nereld B Bospacte 15-17 ner, mposBisironmx uHTEpec K |T-
TEXHOJIOTHSIM, JKEJIAIOIUX COBEPUIEHCTBOBATh CBOM HAaBBIKM PabOTBI C COBPEMEHHBIMU
KOMITBIOTEPHBIMUA CHCTEMAMM, HUMEIOIIUX IEPBUYHBIA ONBIT aJIMUHUCTPUPOBAHUSA U
ITOCTPOECHUS CETEH.

[To okoHYaHUM OOy4EeHMsI Ha CTAPTOBOM YPOBHE MPOBOJUTCS MpOEKTHas paldoTa,
rae oOydarIMiicsl TOKa3blBAET CBOW HABBIK B HACTPOMKE CETH, MO CTaHAAPTHBIM
MeroaukaM. [lo pe3ynbraraM NpPOEKTHOM pabOThl OOydaroImHMecs NEpPeBOAATCS Ha
0a30BbIi ypOBEHb. 3aUUCIICHHUE JETEH, paHee He 3aHMMABILUXCS MO JAHHOM MpOorpaMMe,
IMPOUCXOJUT IO Pe3yJbTaTaM BXOJHOTO KOHTPOJIA (TECTUPOBAHMS).

OOyuenue no nporpamme «CHUCTEMHOE aJMUHUCTPUPOBAHUE» HA BTOPOM IOy
yrayOmnsieT 3HaHUs, MOJYYEHHbIE B MEpPBbIA roj OOyYeHHMs, U pacCIIMpAET MOHUMAHHE
OCHOB 0a30BbIX NPHUHIIMIIOB MOCTPOEHUS JIOKabHO-BbluncauTeabHo cetu (JIBC) u
ceTeBol MHGPACTPYKTYPHI.

K koniy BrOporo roga oOydeHHs MOIPOCTKHM CHOCOOHBI CAMOCTOSITEIBHO
onpeAensaTh NpodecCHOHaIbHbIE 3aJ]auld U IyTH PELICHUS; Pealn30BbIBaTh CPEAHHUE U
KpPYIHBIE ITPOEKTHI [0 CBOMM 3ajadaM, yJIydlllas W MPUMEHSAS Ha NPAKTUKE HAaBBIKU
co3aaHus 00Jiee CIOKHBIX U MHOTO()YHKIIMOHAJIbHBIX HHTEPHET-TIPOEKTOB.

[TporpamMMa AEeMOHCTpUPYET OCHOBHBIE HalpaBlieHUS B pa3pabOTKe CEeTH, BeO-
CEpPBUCOB U CETEBBIX CIYKO, & TAaK)Ke IMO3BOJIIET OCBETUTH YIIIyOJIEHHBIE MOMEHTHI C
IIPAKTUYECKON CTOPOHBI.

Ileoazozuueckan yenecoodpaznocms npozpammol

[Iporpamma «CucTeMHOE aJAMHHUCTPUPOBAHUE» COCTABJIEHA B BHUAE MOIYJEH,
MO3BOJIAIOIIMX MOTYYHUTh JETSIM HEOOXOAUMbINA 00BEM 3HAHUM B 3aBUCUMOCTHU OT YPOBHS

MOATOTOBKHU U TOTPEOHOCTH.
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Cmapmosblii.  ypoeeHb — TPENINONaraeT  WCIOJAb30BaHWE W pPEaTU3ALMIO
OOIIEIOCTYITHBIX M YHHUBEPCAJIbHBIX (OPM OpraHu3alud Marepuana, MHUHUMAIbHYIO
CJIO’KHOCTB MPEJIaraeéMoro Jisi OCBOEHHUS COAECPKaHUS IPOTrpaMMBlI.

ba3zoswiii yposens mpeanonaraeT MCIOIb30BAHME W pEAM3AIMI0 Takux (GopMm
OpraHu3alMKi MaTepualia, KOTOPbIE JOIYCKAIOT OCBOEHUE CIIELHMAIN3UPOBAHHBIX 3HAHUM
U SI3bIKa, TAPAHTUPOBAHHO O0ECIIEUYMBAIOT TPAHCISALMIO OOIIEH U LETOCTHON KapTUHBI B
paMKax Cco/iepKaTeIbHO-TEMAaTUYECKOTO HAIPABIEHUS TPOTPAMMBI.

OcBauBasi JaHHYIO Tporpammy, oOydaromipecss OyAyT OBJaJeBaTh HaBBIKAMU

BOCTp€6OBaHHBIX Ha PBIHKC TpyIa CHCHH&HBHOCTeﬁ.
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2. lleab W 3a1a4u NPOrpaMMBbI

2.1. Ilenu u 3axaun (MepBbIii roJ 00yYeHusi):

Ilenv npocpammsr: HopMUpPOBaHKE UHTEPECA K TEXHUUECKUM BHJIaM TBOPYECTBA,
pa3BUTHE  JIOTUYECKOTO, TEXHUYECKOTO  MBIINUICHUS  CPEACTBAMHU  CHUCTEMHOIO
aaMuHucTpupoBanus. Co3qaHue yCIOBUM ISl TBOPUECKOW caMOpealu3aliuu JUYHOCTH
peOE&HKa MOCPEACTBOM IMOJYUYCHHUSI HABBIKOB pa0OThI C COBPEMEHHBIMU KOMITBIOTEPHBIMHU

CUCTCMAaMH dBTOMATU3UPOBAHHOTO IIPOCKTUPOBAHUA.

Jlnsg ycnemHoW peanu3alyy NOCTABICHHOW LENH HEOOXOAUMO PEIIUTh Psfl

MNeJarorn4CCKux, pa3BuBAOIUX U BOCIIMTATCIIbHBIX 3aoau:

Ooyuarowue:

- (dopMupoBaHHE  TPEJACTABICHUH O  HACTpOHMKe  OOJBIION  CEeTeBOI
HH(PPACTPYKTYPBI, BOCCTAHOBIICHHE €€ pabOTOCIIOCOOHOCTH TOCTIE COOEB;

- (opMupoBaHUE HABBIKOB yIAJIEHHOTO A IMHHHCTPUPOBAHUS;

- (opmupoBaHue mpaBWI PabOTHI C TIOJB30BATEISIMU CETH, CHOPMHPOBATH
HaBBIK TIPOBEACHHUS UHCTPYKTAXKEH JIJIs1 KITMCHTOB CETEBOU MH(MPACTPYKTYPHI;

- (opMupoBaHUE HABBIKOB 00CCIICUCHHMS 3aIUTHI CETEBBIX YCTPOMCTB;

- oOydeHHE OCHOBaM IIOCTPOCHUSI CE€Tel YpOBHA HEOONbIIUX OQGUCOB U
(bunuanos;

- (opMHUpOBaHKE HABBIKOB aJIMUHUCTPUPOBAHUS.

Pa3zeusarowque:

- pa3BUTHE JOTUYECKOTO MBIIIJIEHUS U TEXHUYECKUX HABBIKOB;

- pa3BHUTHE YMEHHUs peliaTh 0a30BbI€ 33ja4l YIPABICHUS CUCTEMOM U CEThIO;

- (opMHpOBaHHE U PA3BUTUE HABBIKOB PAOOTHI C PA3IUYHBIMU HCTOYHUKAMU
uH(pOpMaIMU, YMEHUS CaMOCTOATENIbHO MCKaTh, U3BJIEKATh U OTOMPATh HEOOXOAUMYIO
JUTSI pelieHust y9eOHBIX 3a/1a4 HH(GOPMAIIHIO;

- ¢opMHpOBaHUE TPYAOBBIX YMEHUU U HABBIKOB, YMEHUE IJIAHUPOBATH PadoTYy,
IPEABUAETH PE3YNbTAT U TOCTUTATh €T0;

- pa3BUTHE YMEHHS IUIAHUPOBATH CBOM JEHCTBUS C YUYETOM (pakTOpa BpEMEHH, B

00CTaHOBKE C 3JIEMEHTaMU KOHKYPEHIIUU.
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Bocnumamenvnwie:

- (hopmupoBaHue AKTUBHOU KU3HECHHON 03U, I'PaKIAHCKO-
aTPUOTUYECKON OTBETCTBEHHOCTH;

- BOCOHMTaHME  OJTHKM  TpPynmoBOl  pabOThl,  OTHOWIEHWH  JEIOBOIO
COTPYAHHMYECTBA, B3aUMOYBaKCHUS;

- pa3BUTHE OCHOB KOMMYHUKATHUBHBIX OTHOLIEHWW BHYTPU IIPOEKTHBIX IPYINI U
B KOJUIEKTUBE B LIEIIOM;

- BOCIIMTAaHME YIIOPCTBA B JTIOCTUKEHUU PE3YJIbTATA;

- IIpollara’ia 3JJ0poBOro 00pasa >KU3HH;

- (opmupoBaHHE 1ENEYCTPEMIEHHOCTH, OPraHU30BAHHOCTH, HEPAaBHOAYIIMS,
OTBETCTBEHHOI'O OTHOLIEHUS K TPYAY, TOJEPAHTHOCTU U YBAXKUTEIBHOTO OTHOLIEHUS K

OKPYKAIOILIHM.

2.2. Ueau u 3aaa4u (BTOPOii roJ o0y4eHus):
Llenv npozpammur: GopMHpOBaHHE TOTOBHOCTH OOYYAIOUIMXCS K CAMOPA3BUTHUIO
U HENpephIBHOMY O0Opa30BaHUI0O B OTPACIM CHCTEMHOTO aIMHUHUCTPHUPOBAHUA.
Pacumpenue u yriyoneHue 3HaHMM B 0OOJIACTH CHUCTEMHOIO aJMHUHUCTPUPOBAHMS,
IOJIFOTOBKAa K MPO(ECCHOHAIBHOMY CaMOOIpPEAENIEHUI0, TPyAy, NpodecCHoHaIbHON

JACATCIBbHOCTH.

Jns ycmemHoW peanu3alidd MOCTABJICHHOM IEMM HEOOXOAMMO PCIIUTh PsJl

NeAarorndcCKux, pa3BuBarOMInuX U BOCIINTATCIIbHBIX 3a0au:

Ooyuarowue:

- (opMupoBaHUE TPEACTABICHUA O POJU CHUCTEMHOTO AIMHUHUCTUPOBAHUS B
COBPEMEHHOM paboueM OOIIECTBE;

- yriiyOJieHHE HaBBIKOB YJAIEHHOTO aIMUHUCTPUPOBAHMUS;

- (QopMHpOBaHWE HAaBBIKOB TI0 aJIMHHUCTPHUPOBAHUIO CETEH HEOOJBIITNX
KOMITQaHUH;

- ¢opmupoBaHHe  paboOYMX  CTaHZAPTOB B O0JACTH  CHUCTEMHOTO
aJIMUHUCTPUPOBAHUS;

- OBJIAJETH METOIUKOHN KoH(pUrypupoBaHus AKTUBHOT'O CETEBOTO
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000opyIOBaHUS;

- OBJIaACTDH MCTOHHKOﬁ KOH(i)I/IprI/IPOBaHI/IH OCHOBHBIX CCTCBBIX CCPBHCOB.

Pazeusarowque:

- pa3BUTHE JOTUYECKOTO MBINIJICHUS U TEXHUUECKUX HABBIKOB;

- pa3BUTHE YMEHUS pellaTh 0a30BbIe 33]]a4M YIIPABICHUSI CUCTEMOM U CEThIO;

- pa3BUTHE HABBIKOB PAOOTHI C PA3IUYHBIMA HMCTOYHUKAMH HWHGOpPMAIIHH,
YMEHUSI CaMOCTOSATEILHO HWCKaTh, U3BJIEKATh U OTOMpATh HEOOXOMUMYIO ISl PEIICHUS
y4eOHBIX 3a/1a4 HH(POPMAITHIO;

- pa3BUTHE TPYAOBBIX YMEHHHA W HABBIKOB, YMEHHE IUTAHHPOBATH pPadoOTYy,
MPEABUACTh PE3YIbTAaT U IOCTUTATh €T0;

- pa3BUTHEC YMEHUS IUIAHUPOBATH CBOM JEHCTBUS ¢ YUETOM (haKTOpa BpEMEHH, B

00CTaHOBKE C 3JIEMEHTaMU KOHKYPEHLUU.

Bocnumamenvnuie:

- (dopMupoBanue AKTUBHOMU JKU3HECHHOU MO3ULINH, TPaKIaHCKO-
IIaTPUOTUYECKONU OTBETCTBEHHOCTH;

- BOCHUTaHUE  JTHKM  TPYNIOBOM  pabOThl,  OTHOLIEHUH  JEIOBOIO
COTPYAHHUYECTBA, B3AUMOYBaXKEHU,

- pa3BUTHE OCHOB KOMMYHUKATHMBHBIX OTHOLIECHHWI BHYTPU IPOEKTHBIX IPYMI U
B KOJJICKTUBE B LIEJIOM;

- BOCIIMUTaHHUE yNOpPCTBA B JOCTUKEHUU PE3YIIbTATA;

- Iporaraija 3J0poBOro o0pasza >KH3HU;

- (opMHpOBaHUE IEJICYCTPEMIEHHOCTH, OPraHU30BAaHHOCTH, HEPABHOYILIHS,
OTBETCTBEHHOT'O OTHOUIEHUS K TPYAY, TOJEPAHTHOCTH U YBAXKUTEIBHOTO OTHOLIEHUS K

OKPYKAIOILIKM.
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3. Conep:xxkanue 001epa3BUBAIONIEH NPOrPAMMBI

Y4eOHblil i1aH 1-T70 roga o0yyeHus

(cTapToBBIi YPOBEHbD)

Taomuua 1

KomuuecTBO 4acoB

Ne . < |DPopmbl aTTecTaru/
HazBanue Moy, keiica o = =
/1 = = = [KOHTPOIIS
23| &
=
Moayas 1. BBenenue 35 17 18
1. |BBoaHoe 3aHsITHE 2 1 1 |becena
2. (Tomosorusi JJOKAJBHBIX CeTei 4 2 2
becena, pemienue
2.1 |Dwusnyeckas TOMOJIOTHS 2 1 1 |mabopaTopHOi
paboThHI
2.2 |Jlormueckas TOMOJIOTHS 2 1 1
3. [[potokoant TCP/IP, IPX, NetBEUI 8 4 4
Crex npotokosioB TCP/IP. Ba3ossie
3.1 2 1 1
MOHSITHSI .
becena, ycTHbIN
3.2 |Onpenenenue u pacu€t IPv4 agpeca 2 1 1 |ompoc, mpe3eHTauus
peIIeHUS
3.3 |Ompenenenue [Pv6 anpeca 2 1 1
HacTpoiika HHTEpHET-IIOAKIFOYEHHUS JJIs1
3.4 2 1 1
momMa ¥ HeOoJbIIoro oduca
4. |CereBble pecypchbl 12 6 6
4.1 |JlokanbHasi KOMIIBIOTEPHAsS CETh 4 2 2
becena, npeseHranus
42 Y najieHHOE MOIKITI0YEHNE K OKOHEUHBIM A 5 ,  |pemeris
" lycTpoiicTBaM
4.3 |Tononorus «Knuent-Cepsep» 4 2 2
5. MapmpyTu3anus B ceTax 8 4 4  |becena, peuieHue
nmabopatopHon
5.1 |Benenue Tabmauipl MapuipyTH3aUuu 4 2 2

paboThHI
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5.2 . . 2 1 1
Hactpoiika craTuueckoil MapupyTHU3aluu
Hactpolika nuHaMu4eckon
5.3 2 1 1
MapIIpyTU3auu
6 KoHTpoJibHOE TeCTUPOBAHHE MO 1 0 1 TecT
" |moayJiio (ITpunoxenue 4)
MoayJnb 2. CucteMbl HEHTPAJIN30BAHHOTO
ynpaBJieHHs T0JIb30BATEJISIMH, Be0-CePBUCHI, 109 | 40 69
KOH(GUIrypHpoOBaHUe 0TKA30yCTONYHUBOM ceTH
JlokaibHasi OIHOPAHI 0Basl CeTh
7. 10 5 5
(padouasi rpynmna)
7.1 . 4 2 2 |becena, pemenue
B3anmopeiicteue Tuna « KiimeHT- KimeHT» .
nmabopatopHoi
7.2 . 4 2 2 [paboTsl
B3anmopericteue Tuna «KinneHt- cepsep»
[IpenmyiecTBa U HEAOCTATKU
73 I 2 | 1| 1
OJIHOPAHTOBOI CETH
g [lomen 6 | 3| 3
(ynpasisiemasi pabo4yasi rpynmna)
OCHOBBI JOMEHHOTO B3aUMOCHCTBUS
8.1 . 2 1 1 |Becena, npesenTanus
pabounXx CTaHIUN
- - pereHus
8.2 |Cmyxo6a xaranoros Active Directory. 2 1 1
8.3 |Pabota c Active Directory. 2 1 1
9. |¥YaanénHoe ynpaBjeHue 6 3 3
Br160p 1 cpaBHEHHE TPOTOKOJIOB
9.1 "p P P 2 1 1 |becena, peuienue
YAAJIEHHOTO YIIPaBICHUS .
C b " nabopaTopHOU
neuuPuUHbIe MPOTOKOJIBI YIaIEHHOTO
9.2 B P 4 2 1 1 [paboThl
YIpaBJICHUS ISl pa3HbIX CUCTEM
OCHOBBI 0€30IaCHOCTH IIPH YIAIEHHOM
9.3 Py 2 | 1] 1
YVIIpaBICHUU
JloBepuTEJIbHbIE OTHOLIEHUS MK/
10. P y 6 | 3 | 3
JTOMEeHaAMM
Llens hopMupoBaHus JOBEPUTEITHHBIX
10.1 doprarp P 2 | 1| 1
OTHOILCHUM becena, pemieHue
. nmabopatopHoi
10.2 |Tumbl 1OBEpUTENbHBIX OTHOLICHUMN 2 1 1
paboThHI
Oco0eHHOCTH peruIuKaluu
10.3 [MOIB30BATENILCKUX MPAB U YUETHBIX 2 1 1

3anuce Mexay JOMEHAMHU
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11. [Tepmuna-cepsep 4 0 4
becena, pemieHue
11.1 |OcuoBsl ipoTokosa RDP 2 0 2 |maGoparopHoii
paboThHI
11.2 |Ucnonws3zoBanue RDS B opranuzaruu 2 0 2
12. |Internet Information Server (11S) 3 0 3
b
OcHoBbI anMuHHECTpHUpOBaHUs Web- coead, pemef{ he
12.1 1 0 1 |mabGopaTtopHoOii
CEepBEPOB
paboTHI
12.2 |Pacmmpenssiit gynkuuonan IS 2 0 2
[HoakroyeHHne JOKATbLHOU CETH K
13. 8 0 8
Internet
becena, pemenue
TexXHONOTUs TPAHCISAIUU CETEBBIX .
13.1 4 0 4  maboparopHoit
a7pecoB
paboTHI
13.2 |OcHOBBI 3aIIMTHI IEPUMETPA CETH 4 0 4
14. |Hacrtpoiika ycTpoiictB CiSco 20 | 10 | 10
14.1 |YcrpoiictBa CiSCO aJis JTOKaIbHOU CETH 4 2 2
'Y CTpOMCTBAa MEXKCETEBOTO
14.2 . 4 2 2 |becena, pemenue
B3aMMO/ICHCTBUS 5
naboparopHoi
14.3 |0630p Cisco i0OS 4 2 2  |[paboTbI
14.4 |Ucnonp3oBanue KoMaHIsl Show 4 2 2
14.5 |Hactpoiika cetu Cisco 4 2 2
15 |CereBas 6e30macHOCTh 14 7 7
15.1 [Xakepsl U HAPYUIUTENH - KTO 3TO? 2 1 1
becena, pemenne
15.2 |Metops! aTak 4 2 2 |maGopaTopHOi
paboTHI
15.3 [MeToab! 3a1UThI 4 2 2
15.4 [3nakoMcTBO ¢ OpaHIMaydpOM 4 2 2
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Cnoco0bI MOCTPOEHMS 3ALUTHI

16. . 12 6 6
KOPIOPATHBHBIX ceTel
16.1 |be3zomacHocTth L2 4 2 2 .
becena, ycTHBIN
oTpoc
16.2 |be3zomnacHocth L3 4 2 2
16.3 |be3zomacHocth L7 4 2 2
TecTupoBaHue, MOUCK U YCTPAHEHUE
17 6 3 3
HemnoJIaJ 0K
becena, permenue
17.1 . 2 1 1 mabopaTopHOii
JleiicTBUS IpH BOSHUKHOBEHUH HETIOJIAI0K
paboThHI
17.2 |[louck u ycTpaHEHHE HETIOJA0K B CETIX 4 2 2
18 KoHTpPoJIbHOE TeCTHPOBAHHUE N0 5 0 5 Tect (Ilpunoxenue
MOYJIIO 5)
19. |IIpoekTHasi 1eATeJIbLHOCTH 12 0 12
[IpoekT «Anpeca IPv4 u ceTeBbie
19.1 2 0 2
10 IKJTFOUCHU ST
[Tpoekt «HacTpoiika 6ecripoBOAHOTO
192 | F P P 2 | 0 | 2
MapIIpyTU3aTOpa M KIMCHTa»
[Tpoekt «Coznanue ceTH, COCTOAIIEH U3
19.3 K(fMM aTopa ¥ MapuIpyTH3aTOPa» 2 0 2 Pamma
yTarop PIIpY p WHIUBHTyaIbHOTO/
TPYIIIOBOTO MPOCKTA
19.4 [lIpoekt «Ilouck n ycTpaHeHuEe HENOJIAOK | 2 0 2
(bU3MUECKOTO MOIKIIFOUYCHUSD)
195 [IpoekT «YnpaBieHue opraHnn3anuen mpu ) 0 ’
" |MOMOIIH IPYITIOBBIX TTOTUTUK»
[IpoexT «Co3tanne KOprnopaTUBHON
19.6 |[M30JMPOBAHHON CETH C OrPAaHUYECHHBIM 2 0 2
noctynoM B MIHTepHeT»
Hroro:| 144 | 57 | 87
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Conep:xkanue y4eOHOro miaHa 1-ro roga o0y4eHus

(cTapToBBIi YPOBEHbD)
Monayas 1. BBenenue

Tema 1. Beoonoe 3anamue

1.1 Cucremsl cemeiictsa Windows.

Teopusi: cBeJICHUS O Pa3IMUHBIX OMEPAIIMOHHBIX cUcTeMax cemericTBa Windows.
O0630p onepammoHHbIXx cucteM cemeiictBa  Windows.  IlpuHmumel  paGoTHL
[IpeumymiectBa. HegocraTku.

1.2 bBa3oBble NOHATHS JIOKAJILHON CETH.

Teopus: oOlye CBEICHHS O CETSAX; MPUHIMIBI MOCTpoeHUs ceTeit. [IpumeHenue
JIOKaJIbHBIX CETEH; KOMIIOHEHTHI JIJIsl TeHEpalliU JTIOKAJIbHOU CETH.

Tema 2. Tononozus nokanvHvlx cemeil

2.1 ®usmnyeckas TOMOJIOTHUSL.

Teopusa: tunbel cereil. 3Be3ga. Kombmo. CeTeBble KapTOUKH, CBUYM, XaObl,
MapuipytuzaTopbl. O630p ceTeBoro o0opyoBaHus. TomoJIOTHs CETH.

2.2 Jlorunueckas TOIIOJIOTHS.

Teopus: HEOOXOAUMOCTh O(OPMIIEHUS JOTUYECKOW Tomosioruu. MHCTpyMEHThI
JUTSA CO3JIaHUA JIOTUYECKOW TOMOJIOTHH. Y CIIOBHBIE 3HAKH, UCITOJIb3yeMbI€ B JIornueckom
TOTIOJIOTHH.

Ilpakmuxa: Co3nanue JIornuyeckoi TOMOJIOTHU CBOEH TOMAITHEN CETH.

Tema 3. IlIpomoxonwvt TCP/IP, IPX, NetBEUI

3.1 Crex npotokosioB TCP/IP. BazoBbie mOHATHSL.

Teopus: Cratnueckue |IP-agpeca. Macka mojcerw.

3.2 Ompenenenue u pacuér IPv4 anpeca.

Teopus: TlpeoOpazoBaHue JBOWYHBIX YHUCEN B JeCATUUHBIA opmat. YacTtu ceTu u
yacTH xocTa. Macka mojiceTu.

Ilpaxmuxa: YnpaxHeHus Ha pacueT [Pv4-anpeca u Macku MoJceTH.

3.3 Ompenenenue IPV6 agpeca.

Teopus: IPv6 u IPv4 otnuuus B aapecanuu. [Ipobnema nemocratka IP-agpecos.
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CoBMecTHOE uctoib3oBanue npoTokoyoB IPv4 u IPv6. IIpaBuna 3amucu IPV6-anpeca.

Ilpakmuka: YnpaxHenue Ha cokpauienue |Pv6-anpeca. Ynpaxuenue na padboty ¢
npeduxcom IPv6-anpeca.

3.4 HacTtpoiika HHTepHET-MOAKIIOYSHUS IS ToMa U HeOOIbIIOTo oduca.

Teopusa: IlpaBuia oOxuma KkaOens, ©Oa3zoBas KOH(QUTypalus CETEBBIX
uaTepdeiicoB kommbioTepa Ha 6aze OC Windows.

Ilpaxmuxa: Hactpoiika cereBoro okpyxenus B OC Windows. O0xuM BHTOM
napbl JUIsi COCIMHEHMsI JABYX KOMIIBIOTEPOB M KOoMMyTaTopa. HacTpoiika mpoTokoia
TCP/IP. Hacrpoiika nmpuHaIJIC)KHOCTH KOMITBIOTEPA K TOW WJIM MHOW pabodel rpymre.
Nms komnberoTepa.

Tema 4. Cemeenie pecypcol

4.1 JlokanbHasi KOMIIBIOTEPHAs CETb.

Teopus: O01ue ceTeBbie pecypcebl. Pasrpanndenue npas JoCTyIIa.

4.2 YnaneHHOE MOJKIIOYCHNE K OKOHCYHBIM yCTPOMCTBAM .

Teopus: TIpoTokoiibl yaaneHHoro nqoctymna. [IpuHiun padoThl.

Ilpakmuka: OOGXYM BHUTOM Tapbl IJIs COCIUHEHUS] HECKOJBKMX KOMITBIOTEPOB.
Hactpoiika ceteBoro o6opyaoBanus. HacTpoiika mpoTOKOJIOB yJaJI€HHOTO JOCTYMaA.

4.3 Tomnonorus “Knuent-cepsep”

Teopus: Tononorusa “Knuent-cepep”. IIpuHIMNO pabOThl U MOCTPOEHUE TAKOU
CeTH.

Ilpaxmuxa: Co3nanue NpoCTeNIIer KIMEHT-CEPBEPHON CETH.

Tema 5. Mapwpymu3zayusn 6 cemsax

5.1 Benenue TabnuIlbl MapIIPyTU3AIUH .

Teopus: Coznmanue Tabnun. Kaxk MapmipyTH3aToOpbl HCHONB3YIOT TaOIHIIBL.
[Ipobsiema BbIOOpa MyTH Tpaduka.

llpakmuxa: HacTpolika OCHOBHOTO LILJIFO34.

5.2 Hactpoiika cTaTU4€CKOM MapuIpyTU3aIiy.

Teopus: Tlpuniumn paboOThI CTATHYECKOW MAPIIPYTHU3AIIHH.

Ilpakmuxa: HacTpolika CTaTUYECKON MapIIpyTU3alMd HA MAapLIPyTU3aTOPE.

5.3 Hacrpoiika TMHAMUYECKON MapLIpyTU3aLHH.
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Teopusa: IpuHuun paboThl AMHAMUYECKON MapIIPyTU3AIIH.
Ilpakmuka: Hactpoilka JTMHAMUYECKOW MaplIPyTHU3ALMK HA MapIIPyTU3ATOPE.
Tema 6. Konmponvnoe mecmuposanue no mooyro

Ilpaxmuxa: TecT. AHanu3 pe3yabTaToB.

Moayab 2. CucTeMbl HEHTPAJIN30BAHHOT0 YIIPABJIEHHUS MO0JIb30BATEISIMHU,

BeO-cepBUCHI, KOHPUTYPUPOBAHUE OTKA30YCTOMYHMBOM CETH

Tema 7. Jlokanvnas oonopanzoeas cems (padouas cpynna)

7.1 B3saumopeiictBue tuna «KinueHT-KIHUEHTY.

Teopus: KnuenTt-cepBepHas MOJIENb.

Ilpaxmuxa: Hactpoiika DHCP-cepsepa na OC Windows.

7.2 B3saumogeiictBue tuna «KnmueHt-cepsepy.

Teopus: W3ydenue ocCHOBHBIX Kkomana: ipconfig, ping, tracert, nslookup.
M3ydenne rpynmsl ceTeBbIX KoMaH: Net, net send, net time, net accounts, net use, net
start, net stop.

Ilpakmuxa: PaboTta ¢ KOMaHAOW CTpOKOW. VYmpaBieHHE TmpolieccaMud U3
KOMAHIHOU CTPOKH.

7.3 IlpeumymiecTBa u HETOCTATKKA OJTHOPAHTOBOM CETH.

Teopus: OnHopanroBas cetb. [IpuHuun pabotel. [IpeumyinecTBa U HeIOCTaTKU
OJTHOPAHTOBOM CETH.

Ilpaxmuxa.: CocTaBUTh TaOJIUILY, T/I€ IPONKUCATh TPEUMYIIIECTBA U HEIOCTATKU
OJTHOPAHTOBOM ceTH. [IpetoKUTh CBOM UIIEH O PEIIEHHUIO HEJOCTATKOB TAKOM CETH.

Tema 8. /lomen (ynpasnsaemasn pabvouas zpynna)

8.1 OcCHOBBI JOMEHHOTO B3aMMOJICHCTBHS pabOYNX CTAHITHI.

Teopus: Yto takoe nomen? Peamuzaruu «Ynpasnsemoi Paboueii rpymnmbn Ha OC
Windows u OC Linux.

Ilpaxmuxa: COoCTaBUTh HEJOCTATKU U MPEUMYIIECTBA PEATTU3ALUM « Y TPABIISIEMOM
PaGoueii ['pynme» B paznuyaabix OC.

8.2 Cuyx0a karanoros Active Directory.

Teopus: Onpenenennie. Hasnauenune. Bo3MOXHBIE CHMOCOOBI  YCTaHOBKH.
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Heobxonumeie TpeOoBaHus.

Ilpakmuka: YcTaHOBKa OCHOBHOIO KOHTpoiuiepa pAomeHa. IloaroroBka k
YCTaHOBKE.

8.3 Pabota c Active Directory.

Teopus: Ctpyktypa. PaboTa ¢ JOMEHHBIMU OJIb30BATEISIMHU.

Ilpaxmuxa: YnpapieHue mnojb3oBaTeasiMu gomeHa. CozllaHue MOJIb30BaTENCH.
Coznmanne rpynn  noisb3oBaTeneil. HacTpoiika napameTpoB  y4€THOM — 3ammcH
MOJIB30BATEISI IOMEHA.

Tema 9. Yoanénunoe ynpaenenue

9.1 Bri0Oop 1 cpaBHEHHE TPOTOKOJIOB YAAIEHHOTO YIIPABICHHUS.

Teopus: 1IpOTOKONBI YOAIEHHOTO MOJAKIIOUCHUSA. WX OTIMYMA WU NPUHIUII
paboThI.

IIpakmuka: W3ydyenue koHconu. llopkirodueHue K ynanéHHOMY KOMIIBIOTEPY,
HACTPOWKA YAAIEHHOTO KOMIbIOTEpa Npu Mnomomu KoHconu. [loakmrodeHue K
yIanéHHOMY pabodeMy CTOIy.

9.2 Crneundpuynbie MPOTOKOIBI YIATEHHOTO YIPABICHUS JIJISl pa3HBIX CUCTEM.

Teopus: OcoOEHHOCTH pabOTHI IPOTOKOJIOB YAAIEHHOTO JOCTYIIA.

Ilpakmuka: YcranoBka kinueHTa RDP Ha crapeix omeparMoHHBIX CHCTEMax.
YV nanéHHpiii MOMOIIHUK. BBI30B yAa€HHOTO MOMOITHUKA.

9.3 OcHoBBI 0€30MaCHOCTH TPU yIAJIEHHOM YIIPaBJICHHH.

Teopusa: Ilpobrembl ©€30MaCHOCTH MPOTOKOJOB yNAJEHHOTO YIPaBJICHHUS.
MeTob! 3aInTEI.

Ilpaxmuka: HacTtpoiika npoTokofa ynanéHHoro goctymna SSH.

Tema 10. /losepumenvhvlie omHuouieHuA meHcoy 00MeHamMu

10.1 Ienb hpopmupoBaHUS TOBEPUTEIHHBIX OTHOIICHHIH.

Teopus: TexHONOrHMs JOBEPUTEIBHOTO OTHOLUEHUS MEXKIAY JIOMEHaMHU.

Ilpakmuxka: 11ogroroBka cepBepoB K JaHHOMW OIEpPaIlHH.

10.2 Twurmbl HOBEpUTEIHHBIX OTHOIIICHUH.

Teopus: Turbl TOBEPUTEIBHBIX OTHOLICHUM.

Ilpakmuka: Co3anue JOBEPUTENbHBIX OTHOIICHU. [lenernpoBanue ynpaBieHus..
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Co3zniaHue mosb30BaTeNei B yJal€HHOM JIOMEHE. YTPABICHUE YAAIEHHBIM JOMEHOM.

10.3 OcoOeHHOCTH pEeIUIMKAIMU T0JIb30BATENbCKUX TMpPaB U YUYETHBIX 3alucen
MEXIy JOMEHaMHU.

Teopus: Ilpuamun paboTel perumkaiuu. HeoOxoaumocTh €€ WCIoNb30BaHUS B
KOPIOPAaTUBHOM CETH.

Ilpaxmuxa: HacTpolika permKanuyu M1y IByMs JOMEHAMU.

Tema 11. Tepmunan-cepsep

11.1 OcnoBsl mpoTokona RDP

Teopus: Ilpunnun padoTel npotokona RDP.

Ilpakmuka: Hactpoiika ciay>kObpl. MOHUTOPUHT TOJKIIOYEHUN. YTpaBlieHHUE
MOAKITIOUCHUSIMU.

11.2 HUcnonws3zoBanue RDS B opranuzamnmm.

Teopus: Ilpunnun pabotsl cuctemsl RDS.

Ilpaxmuxa: Hactpoiika Hebobmoi cuctemsl RDS Ha Windows Server 20109.

Tema 12. Internet Information Server (11S5)

12.1 OcuoBsl aamunaucTpupoBanus Web-cepsepos.

Ilpakxmuxa: YcraHoBka u HacTpoiika ciaykObl. Konabl omubok. Co3naHnne HOBBIX
web-y3moB. Hactpoiika 6e3omacHocTi Web -y3ia, pasrpanndeHue npas 1moJib30BaTelei.
PaboTa ¢ komamu omMOOYHBIX 3aIIPOCOB. Y CTAHOBKA HECKOJILKUX WED -y3510B Ha otHOM
cepBepe. Hactpoiika DNS Ha pa®oTy ¢ pasnuuabsiMu Web-y3mamu.

12.2 Pacmmpennsiit ¢pynknuonan |1S.

Ilpaxmuxa: Pabota ¢ ynaneHHeiMH caiitamu. Hactpoiika mportokona https.
Hacrpoiika ayrentudukammm.

Tema 13. Ilookntouenue nokanvnon cemu k Internet

13.1 TexHOJOTHS TPAHCIAIUN CETEBBIX aIPECOB.

Ilpakmuka: Hactpoiika TpaHcasiuu ceTeBbiX anapecoB. Hactpoitka SNAT,
DNAT, PAT. Pa36op oTianuuii ¥ NpeuMyIIeCTB KaKJI0TO Coco0a TPAHCISALUUA CETEBBIX
aJpecoB.

13.2 OCHOBBI 3aIIUTHI IEPUMETPA CETH.

IIpakmuka: 3yueHnue pa3nIuyHbIX YCTPOMUCTB, TEXHOJIOTHI U pelIeHni B 00acTu
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oOecrnieueHns 6€30MaCHOCTH MEPUMETPA CETH.

Tema 14. Hacmpoiika ycmpoitcme CiSCO

14.1 Vcrpoiicta CisSCO [1st TOKAIbHOMH CETH.

Teopus: KoMmMyTaTopsl JOKaIbHOW CETU U OECIPOBOAHBIE YCTPOMCTBA.

Ilpaxmuxa: Yriy0neHHOE H3yUeHHE HACTPOECK KomMmMyTaTopa. ba3oBas HacTpoiika.
Hactpoiika maructpanbHbix kaHanoB. ba3el nanasix VLAN.

14.2 VYcrtpoiicTBa MEKCETEBOTO B3aUMOICHCTBUS.

Teopusi: MappytuzaTopsl Cisco.

Ilpakmuka: YrayOneHHOe WU3y4YeHHE HACTPOCK Mapiipytuzatopa. ba3oBas
Hactporika. Hacrtpoitka mnoauntepdeiicoB. Hacrpoiika NpOTOKOJIOB JUHAMUYECKON
MapuIpyTU3aLUH.

14.3 0O0630p Cisco i0S.

Teopus.: YraoyOnenHoe uzydenue ctpyktypsl komans Cisco i0S.

Ilpakmuxa: Ctpyktypa komana 10S. Cunrakcuc. KOMITOHEHTBI CHpaBKH.
["opstume KIaBUIM U KJIABUIITN OBICTPOTO BBI30BA.

14.4 Vicnonws3oBaHue KoMaHIbl Show.

Teopus: IIpocMmoTp nHpopManuu 00 yCTPONCTBE.

Ipaxmuxa: Vcnonas3zoBanue komanasr Show Cisco i0S.

14.5 Hactpoiika cetu Cisco.

Teopus: Hactpolika ceTu, BKJIIOYAIOIIas B ce0s MapIIpyTU3aTOp U KOMMYTATop.

Ilpakmuka: TlpakTrka HaACTPOWKH CETH, BKJIIOUAIONIAs B ce€0s MapIIpyTH3aTOp U
KOMMYTAaTop.

Tema 15. Cemesan 6e3onacnocmo

15.1 Xakepsl 1 HAPYIIUTETH - KTO 3TO?

Teopus: KTo Takue KkubepnpecTynmHuKu?

Ilpakmuka: ChopmupoBaTh KiIacCUPUKAINIO KHOEPIPECTYITHUKOB, Pa3IeIUTh X
Ha TPYIIIIHI.

15.2 Mertonsl aTax.
Teopus: Tunbl kubepatak. OTka3 B oocmyxuBanuu. [IpocmymmBanue. [lonmena.

ATaka yepe3 mocpenHHuKa. ATakyd HyjeBoro AHs. KiiaBuarypHble MINMUOHBL. ATakh Ha
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npuiiokeHus. ATaku Ha OECIPOBOJIHBIE YCTPOIICTBA U MOOUIIbHBIE YCTPOMCTBA.

Ilpakmuka:  Ataka Ha  OECHpPOBOJHOM  MapUIpyTHU3aTOp. Y CTaHOBKa

«KaBuaTypHOro HIIMMOHAY.

15.3 Meroapl 3alIUTHI.

Teopusi:  CucrteMbl  pa3rpaHMuY€HUs  JIOCTyma.  MeKceTeBble  AKpaHbI.
AHTHUBHUPYCHBIE IPOTPAMMBI.

Ilpaxmuxa: HacTpolika CHCTEMBI, YCTONYMBON K MHOKECTBY THIIOB aTaK.

15.4 3HakoMCTBO ¢ OpaHIMay3pOM.

Teopus.: MexcereBoii akpan Cisco ASA. Ipuntunst padotsr Cisco ASA.

Ilpakmuxa: ba3zoBas HaCTpOKKa MEKCETEBOI0 IKpaHa.

Tema 16. Cnocoowvt nocmpoenus 3auiumot KOPROPaAmueHvlX cemeil

16.1 bezomnacHocTs L2.

Teopusi: Awnanu3 ysa3BUMOCTEH ycTpoictBa Ha 2 ypoBHe Moaenn OSl.
VYs3sumocTtu iporokonioB STP, ARP, VLAN.

IIpakmuka: HacTpoiika cUCTEMBI 3alIUTHI OT aTAK, HAIIPABJIECHHBIX HA ITPOTOKOJIBI
STP, ARP, VLAN.

16.2 besonacuocts L3.

Teopusi: Awnanu3 ys3BUMOCTeH ycTpoictBa Ha 3 ypoBHe wogenn OSl.

VYsa3sumocTtu niporokosioB BGP, OSPF.

Ilpaxmuxa: HacTpolika cUCTEMBI 3allIUTHI OT aTaK, HAIPABIECHHBIX Ha MPOTOKOJ

BGP, OSPF.

16.3 bezonacHocTs L7.

Teopusi: Awnanu3 ys3BUMOCTEH ycTpoictBa Ha 7 ypoBHe w™omenn OSl.
VYsazBumocTtu niporokosioB HTTPS. Vs3Bumoctu BeO-calfToB.

Ilpakmuka: HacTpolika CUCTEMBI 3alTUTHI OT aTakK, HAMPABICHHBIX Ha CEpBEpa H
CEPBUCHI.

Tema 17. Tecmupoeanue, nouck u ycmpanenue HenoiadoK

17.1 JleiicTBUs npy BOBHUKHOBEHUH HEMOJIAJIOK.

Teopus: YUto Takoe MOUCK U YCTpaHEHUE Hemonaaok B cetu? COoop uHpopMaIuu.

MCTO,Z[BI IMOHUCKa U YCTPAHCHUEC HEITOJIAa0K.
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IIpakmuka: Be1OOp METOJ1a IOMCKA U YyCTPAHEHUS HEIOJIAJIOK.

17.2 Tlouck u ycTpaHEHHE HEIOJIA/IOK B CETSX.

Teopus: BreisiBnenue npobiem ¢usndeckoro ypoBHs. CiykeOHbIE TPOrpaMMbl
JUISl IOUCKA U YCTPaHEHUs! HEMOJIaI0K.

Ilpakxmuxa: Wcnons3oBanue komaHnabl PING u IPCONFIG nns ycrpaneHus
HEIOJIAIOK.

Tema 18. Konmponvnoe mecmupoeanue no mooymio

Ilpakmuxa. Tect. AHanU3 pe3yiabTaToOB.

Tema 19. Ilpoekmnasa oeamenvHocmep

Ilpaxkmuka: 3amuTa UHANBUYJILHOTO/TPYIIIIOBOTO MTPOEKTA.

19.1 Ipoext «Anpeca IPv4 u ceTeBbie TOAKITIOUCHUS.

Ilpakmuka: llouarue aapecauuu |P. Macku mnoaceru. Pacuer |P-ampecos.
KnaccoBas u VLSM-aapecanusa. Koudurypamuss mnoacuctemsl IP Ha pasnuyHbIX
cereBbIx ycTponcTBax U OC.

19.2 IIpoext «HacTpoiika 6ecripoBOJHOTO MapuIpyTU3aTOPa U KITUEHTA.

IIpakmuka: CpaBHenue u BeiOOp ctanmaptoB 802.11. Hactpoiika 6ecipoBoaHON
cetu Ha yactote 2.4 u 5 I'Tn. bezonacHocts 6ecnipoBogHOM ceTu. CpaBHEHUE, BHIOOP U
HACTPOWKA MPOTOKOJIOB.

19.3 Tlpoekr «Co3gaHue CeTH, COCTOSIICH W3 KOMMYTAaTOpa U MapIIpyTH3aTOPa»

Ilpaxmuxa.: ®u3ndeckas KOMMYTalUs CETEBBIX YCTPOWCTB U KIIMEHTOB.
[Tonumanue padotsr Auto-MDIX Ha mpaktuke. Pabota ¢ mpoTokoiamMu KaHajIbHOTO
ypoBHs (Spanning tree protocol, CDP, LLDP). Be3onacHoCTh KaHAJIBHOTO YPOBHSI.

19.4 TIpoexrt «Ilouck u ycTpaHeHue HEMOIATOK HU3UUECKOTO TOKITFOUCHUSD)

Ilpakmuka: Tlouck 0a30BBIX HEUCIPABHOCTEH B (PU3WYECKOM MPOBOJHOM U
OecrnpoBOAHOM TMOJKIIOYEHHH. V3ydeHHe WHCTPYMEHTOB TECTHPOBAHUSA MPOBOIHOM
busndeckoit cetu. M3ydeHne "HCTPYMEHTOB TECTUPOBAHUS OECIIPOBOIHBIX CETEH.

19.5 IIpoekT «YmnpaBieHue opraHu3aluen Mpu MOMOIIY TPYHIOBBIX MOJUTHK

Ilpakmuxa: ba3zoBas HacTpollka TpPYNNOBBIX MONUTHUK. llomutuku  ais
OPTraHU3alMOHHBIX MOAPA3JCIICHU BEPXHETO M HWXKHEro YypoBHeH. @DuipTpanus

IPYNIOBBIX TMOJUTUK Ha OCHOBE TIpynn Oe3omacHOCTU. PuibTpalus TPYIIOBBIX
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noJuTUK Ha ocHoBe WM.

19.6 Ilpoekt «Co3nanue KOpIOpaTUBHONW M30JIMPOBAHHOM CETU C OTPaHMUYEHHBIM
JOCTYIIOM B UHTEPHET»

IIpakmuka: Pabota ¢ MyJIbTHUBEHAOPHBIMH CeTsIMHU, U ¢ pa3HbiMu OC. 3ammra
BHYTPEHHET0 U BHEIIHETO NepuMeTpa ceTu. V301Ul KIMEHTOB BO BHYTPEHHEH CETH,
HACTpOKKa JOCTyla B HMHTEPHET MpHU IMOMOIIM ProXy-cepBepa, TepMUHAIBHBIX CEPBEPOB,

MCIKCCTCBOI'O 3KpaHa.
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Y4eOHbIH IUIaH 2-T0 o2 00y4eHust

(0azoBbIil YPOBEHbD)

Tabmnuua 2

KomnuecTBO yacos

No . < |DPopmbl aTTecTauu/
Hasanue monyns, kenca ° = =
n/m 5 = = KOHTPOJIS
28| £
=
Moay.ib 3. BBegeHue B paclIMpPeHHbINH Kypc 30 | 14 16
«CHCTEeMHOr0 aIMUHUCTPUPOBAHUS
1. |BBoaHoe 3aHsITHE 2 1 1 |becena
2. |CoBpemeHHbBIE ceTeBbl€ TEXHOJIOTHI 3 2 1
becena, pemieHue
2.1 |CeTu B HamIel KU3HH 1 1 0 TaGopaTopHoii
55 l3yueHre ceTeBbIX HHCTPYMEHTOB JJIS 5 1 1 PabOTHI
" |coBMECTHOM paboThI
3. |[lokanbHble U IJ100aIbHbIE CETH 9 4 5
3.1 |KoMIoHEHTHI ceTH 2 1 1
becena, ycTHBIN
3.2 |Cetu LAN 1 WAN 2 1 1 OTIPOC, TIPE3EHTAIHS
33 TeXHOIOrUH JOCTYIIA MOAKITIOUCHHS K 5 1 1 [PCIICHHA
' HTEepHETY
3.4 HacTtpoliika HHTEepHET-TIOAKIFOYEHUS IS ’ 1 »
" |moma u HeGombIIOrO Oduca
4. |Cerb kak miaargopma 6 3 3
4.1 |KoHBepreHTHbIE CETH 2 1 1
becena, mpeseHTanus
4.2 |OTKa30yCTOWYMBOCTh M HAACIKHOCTh cetn | 2 | 1 1 |peHeHUA
4.3 |Vopaxuaenue: Co3gaHue HaJACKHOU CETH 2 1 1
S. 8 4 4
[locTOSIHHO MEHSIONIASICS ceTeBasi cpea
5.1 (TenmeHnuuu pa3BUTHS CETEH 4 2 2 |Becena, mpe3eHTAIHS
pEIICHUS
5.2 |CereBble TEXHOJIOTHH JJIs loMa U oduca 2 1 1
5.3 |CeteBas apxuTekTypa 2 1 1
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Tect (Ilpuinoxenue

6. 2 0 2
KoHTpo/1bHOE TeCTHPOBaHME M0 MOIYJIIO 6)
Moaysb 4. Co31aHue ceTH ¢ HCNO0JIb30BAHNEM 11 | 55 59
ceTeBoro ooopyaoanus Cisco 3
7. |CeTeBasi onepamuoOHHAasi CHCTeMa 10 6 4
7.1 |Onepannonnas cuctema Cisco iOS 4 2 2
becena, mpe3eHTaIus
CTpyKTypa KOMaH]] U PEKUMBI paOOTHI pelIeHus
7.2 . 4 2 2
Cisco 10S
["opsiure KJIaBUIIHN U KJIABUIIH OBICTPOTO
7.3 2 2 0
BBI30BA
8. |ba3oBasi HacCTpoOliKka yCTpOHCTB 4 2 2
o) becena, pemieHue
TpaHUYEHHUE TOCTyNa K KOH(pHUTyparusiM
8.1 . 2 1 1 |nabGoparopnoii
YCTPOWCTB
I > paboTHI
acTpoiiKa HaYaJIbHBIX TTAPaMETPOB
8.2 2 1 1
KOMMYTaTOpa
9. |Cxema agpecoB 6 3 3
9.1 |Hactpoiika IP-anpecanum 2 1 1
becena, npe3eHTanus
9.2 |Co3nmanue mpocToii cetn 2 1 1 |pemenus
OcHOBBI 6€3011aCHOCTH MPH YAAIEHHOM
9.3 2 1 1
yIIpaBIEHUU
10. 6 3 3
CeTteBble NPOTOKOJIbI © KOMMYHUKALIMHU
10.1 |OcHOBBI KOMMYHUKALIUHA 2 1 1
becena, npeseHranus
peteHus
10.2 |CereBble IPOTOKOJIBI U CTAaHJAPTHI 2 1 1
10.3 |[[Iepemaua qaHHBIX B CETH 2 1 1
11. |CereBoii nocTyn 4 4 0
becena, npe3eHranus
11.1 [[IpoTokosbl GU3NYECKOTO YPOBHS 2 2 0
pereHus
11.2 |[[IpoTOKOJIBI KAHATTLHOTO YPOBHS 2 2 0
12. |[Ethernet 6 4 2 |becena, pemeHue
mabopaTtopHon
12.1 [[Ipotokomsl Ethernet 2 2 0

paboThI
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12.2 [KoMMyTaTOpHI JOKAIBHBIX CETEH 2
12.3 [[IpoTokoi pa3penieHus aipecoB 2
13. |CerteBoii ypoBeHb 12
13.1 [[IpOoTOKOJIBI CETEBOTO YPOBHS 2
becena, pemienue
13.2 Mapupyruzanus 4 nabopaTopHOU
paboThHI
13.3 MapmpyTu3aTopsl 4
13.4 |Hactpoiika mapmpytuzatopa Cisco 2
14. |IP-aapecauus 16
14.1 |Ceresrie IPv4-agpeca 4
becena, permienue
14.2 |CereBbie IPV6-agpeca 4 nmabopaTopHOU
paboThHI
14.3 |Pasnenenue IP-cereit Ha moaceTn 4
OcobennocTr poekTupoBanus |Pv6-
14.4 . 4
cereit
15. [Pa3pesnenne IP-ceTeii Ha moaceTn 10
15.1 |CermenTanus cetu 4 .
becena, ycTHbIN
oIpoc
15.2 |Cxema aapecanuu 4 P
15 3 OTpaboTKa KOMIUIEKCHBIX MPAKTUYECKIX 5
"~ |HaBBIKOB
16. [TpaHcmopTHBIi YpOBeHb 8
16.1 [[IpoTOKOIBI TPAaHCHOPTHOTO YPOBHS 2 becena, pemenue
nmabopaTtopHoOn
16.2 [TCP u UDP 2 paboThI
OOMEH JaHHBIMH C McItoib3oBanueM | CP
16.3 2

u UDP
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17 |YpoBeHb npujI0OKEeHUI 4 2 2
. becena, yCcTHBIN
17.1 [[IpoTOKOJIBI YPOBHS MPUITIOKCHUI 2 1 1
o1poc
OO0111en3BECTHBIE TPOTOKOJIBI M CEPBUCHI
17.2 . 2 1 1
YPOBHS MTPHIIOKECHHIH
18 |Co3nanue HeHOJBLIION CeTH 14 7 7
18.1 |YcrpoiicTBa B paMKax HEOOJIBIION CETH 4 2 2
[IpuiosxeHre 1 TPOTOKOJIBI B HEOONBILION
18.2 4 2 2 |becena, peuienue
CeTH §
= nmabopaTtopHon
MacirabupoBaHue 10 pa3MepoB KPYIHOM
18.3 2 1 1 [paboThl
CeTH
18.4 |OGecmeuenne ceTeBOl OE30MACHOCTH 2 1 1
18.5 2 1 1
OcHoBHBIE paboyrie XapaKTEPUCTUKH CETU
Tect
19. 2 0 2
KoHTpoJbHOE TeCTUPOBaHUE 10 MOAYJIIO (ITpunosxxenue 7)
20. [[IpoekTHas AeSITEJIbHOCTH 12 0 12
[Tpoekt «ObecnieueHrne 6€30MaCHOCTH Ha
20.1 2 0 2
KaHaJbHOM YPOBHE»
[Tpoekt «HacTpoiika 6ecripoBOAHBIX ceTen
20.2 . 2 0 2
U «OECIIOBHOI» CETHU»
[Tpoekt «Obecneuenrne 6€30NaCHOCTH Ha
20.3 2 0 2 [3ammura
CETEBOM YPOBHE»
_ WHIMBUYaJIbHOTO/
[IpoekT «HacTpoiika cetn Ha OCHOBE
20.4 2 0 2 |[rpymnmoBOTO MPOEKTa
OTKPBITOTO MPOTPAMMHOTO 00ECTICUCHU S
[Tpoekt «HacTpoiika cepBUCOB U cITyK0 Ha
20.5 |0CHOBE 3aKpBITOrO IPOrPaMMHOI0O 2 0 2
oOecrieueHus»
20.6 [[Ipoekt «Co3maHKe CUCTEM aBTOMAaTU3aluy| 2 0 2
[0 pa3BEPTHIBAHUIO CETH
Hroro:| 144 | 69 | 75
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Conep:kaHue y4eOHOI0 IJIaHA 2-T0 roa 00y4eHus

(0a30BbIil YpOBEHD)

Moayas 3. BBegeHue B paciiMpeHHbI Kypc

«CHCTEMHOT 0 AIMHUHUCTPHUPOBAHUS

Tema 1. Beoonoe 3anamue

Teopusi: UHCTpYKTaX 1O TeXHUKH OezomacHOCTH. CeTn O€3 TpaHUIl, CETH - Kak
MOMOIIHUK B 00yueHuH, obOmeHuu, padbore. CeTH pa3aMYHOTO pa3Mepa, KIMEHTHl U
cepBepa, 0OIIME CBEACHUS O CeTAX; NPUHLMIBI MocTpoeHust cereil. [Ipumenenue
JIOKaJbHBIX CETE; KOMIIOHEHTHI JUIsl TEHEpALUU JIOKAJIbHON CETH.

Ilpakmuka: TloBTOpeHue W3y4EeHHOTO MaTepuayia. BoinonHeHue JabopaTopHOU
paboThI.

Tema 2. Cospemennbie cemegvle MexHO102UU

2.1 Ceru B Halllel KU3HU.

Teopus: TexHONOrMM MNPONUIOIO M HACTOSIIETr0, COBPEMEHHbIE TEHACHIMU B
CETEBBIX TEXHOJIOTHUSIX.

2.2 W3ydyeHue CETeBbIX UHCTPYMEHTOB JIJIi COBMECTHOM pabOTHI.

Teopus: 3HAKOMCTBO C OOJAYHBIMU TEXHOJIOTHSIMU, TEXHOJOTUU BUPTyaIH3aLUU
¥ HACTPOWKa COBMECTHOU yIaIEHHON paOOTHI.

Ilpakmuka: pemoHcTpauus paboThl Ha OOJAYHBIX CcepBUCax, padboTa ¢
BUPTYyaJIM3allMell 1 yCTaHOBKA MPOTPaMM JUIsl JOMalIHel paboThl.

Tema 3. JlokanvHble u 2n100a1bHbIE CEMU

3.1 KOMITOHEHTHI CETH.

Teopusa: O030p KOMIIOHEHTOB CETH, OKOHEYHbIE YCTPOWCTBA, MPOMEKYTOUHbBIE
CETEBBIE YCTPOWMCTBA, CPEACTBA CETEBOIO MMOAKIIOYEHUS, TNPEJICTABICHUS CETH,
TOTIOJIOTUYECKHUE CXEMBI, MPEACTaBICHUE U (PYHKIIUU KOMIIOHEHTOB CETH.

Ilpaxmuxa: mocTpoeHue COOCTBEHHOMN TOIMOJIOTUU CETH.

3.2 Ceru LAN u WAN.

Teopus: Tunbl cerel, JIOKAJIbHBIC CETH, II00allbHBIC CETH, ceTH MHTepHeT,
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HuTpaner, Okcrpanet. TexHosnoruii noakintouenus Kk MiHTepHery.

Ilpaxmuxa: 3ailaHne Ha ONPEIETICHUE TUIIA CETH.

3.3 TexHonoruu gocryna noakiarodeHus kK UutepHery.

Teopus: VIHTepHET-TIOAKITIOYCHUE TOMAITHEN ceTH, HeOobIoro opuca. Criocoos!
MOAKITFOUECHUS K CETH.

Ilpaxmuxa: Hactpoiika poyTepa, HOAKIIOUYEHUE YCTPOUCTB K UHTEPHETY U pa30op
OCHOBHBIX MPOTOKOJIOB MOAKIIOUCHHS K CETH.

3.4 Hactpoiika HHTEpHET-TTOAKIIOYCHUS IS JoMa U HEOOJbIIOTo oduca.

Teopus: Paboumne cTaHIapTHI 7151 TIOKJIFOYCHHS IoMa U HEOOBIIOro oduca K
CETH.

Ilpaxmuxa: VInTepHET-IOAKIIIOUEHHE U1 IoMa U ouca - OTIUYMS B HACTPOUKE U
0COOCHHOCTH KOH(MUTYpaIlUX YCTPOUCTB, B 3aBUCUMOCTH OT YCJIIOBUHN pa3BepThIBaAHUS.

Tema 4. Cemwb kax naamgpopma

4.1 KoHBEpreHTHBIE CETH.

Teopus: TpaguimonHsie 000CO0JIEHHBIE CETH, KOHBEPTEHTHAS CETh.

Ilpakmuxa: VI3yueHue cepBUCOB KOHBEPIEHTHBIX CETEH.

4.2 OTKa30yCTONYHUBOCTH M HAJIE)KHOCTh CETH.

Teopus: CereBasi apXUTEKTypa, 0TKa30yCTOMUYNBOCTh, MACIITAOUPYEMOCTb,
KauecTBO 00CITyKUBaHUs, 0€30MaCHOCTb.

IIpakmuka: HacTpolika 0TKa30yCTOMYMBOCTH B O(rice ¢ IByMs ITpoBaiiaepamu,
pEe3epBUPOBAHUE KAHATIOB CBSI3H.

4.3 VYmpaxnenue: Co3manne HaJSKHOU CETH.

Teopus: CereBasi apXUTEKTypa, 0TKa30yCTOMUYNBOCTh, MACIITAOUPYEMOCTb,
KauecTBO 00cyKuBaHUsI, 0€30MacCHOCTh

Ilpaxmuka: HacTtpoiika oTkazoycroitunBocTr Ha L2 ypoBHe, L3 ypoBHe.
OTKa30yCTOMYMBOCTh HA YCTPOKWCTBAX Pa3HbIX BEHIOPOB.

Tema 5. Illocmoanno menarwwanca cemesasn cpeoa

5.1 TenneHmu pa3BUTHUS CETEH.

Teopus: Hoole Tennenmuu, konuenmus BYOD, coBmecTHas paboTa uepe3

Nutepner, CeTeBble TEXHOJIOTHUM IS JOMA.
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Ilpaxmuka: Tepmunonorusi ceTeBoit 6e3omacHocTu. M3ydeHue Bakancuii B cepe
MH(OPMAIMOHHBIX TEXHOJIOTUI U CETEBBIX TEXHOJOTHUH.

5.2 CereBble TEXHOJOTHUH IS IoMa U oduca.

Teopusa: TexHomornyeckue TEHASHINH JIJIsI ceTel 0PUCOB U I0Ma, OpraHu3alus
CETH 10 JIUHUU DIICKTPOMUTAHUS.

Ilpaxmuxa: VI3ydenue ceTu cBOETO JoMa.

5.3 CereBas apxuTeKTypa.

Teopus.: CereBas apxutekrypa Cisco

Ilpaxmuxa: YnpaXHEHUE HA CO3IaHUE HAZECKHOU CETH.

Tema 6. Konmponvnoe mecmuposanue no mooyro

Ilpakmuxa. Tect. AHanU3 pe3ynbTaToOB.

Monyas 4. Co3nanue ceT ¢ UCI0JIb30BaAHHEM

ceTeBoro odopyroBanus Cisco

Tema 7. Cemeesan onepayuonuas cucmema

7.1 Omnepanmonnas cuctema Cisco i0S.

Teopua: Haznauenne OC, criocoObl AOCTYIIa, IPOrpaMMBbl SMYJISILIUN TEPMUHAIA,
HaBUTalUs B ONEPALIMOHHON CHCTEME.

Ilpaxkmuxa: 11lonydyenue 1ocTymna K yCTpOMUCTBaM.

7.2 Crpykrypa KoMaH[ 1 peskumbl padoter Cisco 10S.

Teopus. bazoBas ctpykrypa komann 10S, cuntakcuc komana Cisco i0S,
KOMITOHEHTHI cripaBku 10S.

Ilpaxmuxa: PaboTa ¢ KOMaHI0M CTPOKOM. YTIpaBieHUE MPOIECCaMU U3
KOMAHIHOU CTPOKH.

7.3 Topsiumie KIaBUIIM U KJIABUIIIN OBICTPOTO BHI30BA.

Teopus: T'opsiure KJIaBUILU U KJIABUILN OBICTPOTO BHI30BA.

Tema 8. bazosasa nacmpoiika ycmpoiicme

8.1 OrpanunueHue qoctyna K KOHQUTrypamusm yCTpOCTB.

Teopus: 3anmuTa 10CTyMa yCTPOUCTB, HACTPOITKA Maposiei, Mu(ppoBaHKUEe MapOJICH,

OaHHEpHbIE COOOIICHMS, HHCTPYMEHT MPOBEPKU CUHTAKCHCA.
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IIpaxmuxa: Hactpoiika AAA Mozeny Ha o0opyaoBanun kommanuu Cisco.
8.2 Hactpoiika HaualbHBIX [TApaMETPOB KOMMYTATOPA.
Teopusa: CoxpaHenue (Qaina Tekylied KOH(PUTYypaluu, U3MEHEHHE TeKyIen

KOH(UTYpalHu, 3a1uch KOHPUTYpALUU B TEKCTOBBIN (hai.

IIpakmuka: HacTpoiika HayaabHBIX TApaMETPOB KOMMYTATOPA.

Tema 9. Cxema adpecos

9.1 Hacrpoiika IP-agpecanumn.

Teopuﬂ: HpOTOKOJII)I, BSaHMOHGﬁCTBHG IIPOTOKOJIOB, CCTCBLIC ITPOTOKOJIBI.

Ilpaxmuxa: Hactpoiika |IP-aapeca Ha KOMMyTaTtope, poyTepe, KOMIbIOTEpax MoJ
ynpasieauem OC Windows\Linux.

9.2 Coznmanue MpocToi CETH.
Teopus: Intepdeiicsl u nopThl, HacTpoiika |IP-agpecos.

Ilpakmuka: VIHCTpYMEHTBI TPOBEPKH CHUHTAKCUCA, HACTPOIlKa BUPTYaJIbHBIX
UHTEp(PENCcOB KOMMYyTaTOpa, MPOBEPKA CUHTAKCHUCA, POBEPKa aJpecau narepgeiica .
9.3 OcHOBBI 0€3011aCHOCTH NPHU yIaIEHHOM YIIPaBICHUH.

Teopus: Ilpotokonsl ynan€HHoro jgoctymna. VX HemocTaTKM U CIIOCOOBI

00€301acuTh yJajaeHHbIN JOCTYII.

Ilpaxmuxa: Hactpoiika AAA-moaenn, padota ¢ RADIUS u TACACS+.
Tema 10. Cemeevle npomokoibl U KOMMYHUKAWUU

10.1. OcHOBBI KOMMYHHKAIIUH.
Teopus: YcTaHOBJCHUE TpPaBUJ, KOJUPOBAHHUE COOOIIEHHWE, WHKANCYJISALIHUSA U
JIEUHKATICYJISIMSI, CAHXPOHU3AIUsI COOOIIEHUI U BapUAHThI JJOCTAaBKU COOOIIEHUS.

Ilpakmuka: Awnanu3 kaapoB Ha L2 ypoae. IlepexBar kaipoB ¢ MOMOIIbIO
croponsero I10.

10.2 CeteBbie MPOTOKOIBI U CTAHAAPTHI.

Teopus: TlpaBuiia, peraaMeHTUPYIONIHUE CIIOCOObI OOMEHAa JaHHBIMH, CETEBBIC

ITPOTOKOJIbI, BSaHMOﬂeﬁCTBﬂe ITPOTOKOJIOB.

Ipaxmuxa: ConocTaBieHue mpoTokosoB Habopa TCP/IP.

10.3 Tlepenava maHHBIX B CETH.

Teopus: CermeHTanusi COOOIIEHUS, €IUHUIIA JAaHHBIX MPOTOKOJIA.
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Ilpaxmuxa: Onpenenenune yposus PDU.

Tema 11. Cemesoit 0ocmyn

11.1 TIIpotokoJibl (PU3UIECKOTO YPOBHSI.

Teopusi: OU3NYECKUN YPOBEHBb, CPEICTBA MOMKITIOYCHHUS (PU3NYECKOTO YPOBHS,
CTaHAapThl GU3HUUECKOTO YPOBHS.

11.2 TIpoTOKOJBI KAHATHHOTO YPOBHS.

Teopua: KaHanpHbII YpOBEHb, MOJYPOBHM KAaHAJIBHOIO YPOBHs, YIPaBJICHUE
JIOCTYIIOM K Cpejie, IPe0CTaBlIeHue JOCTyNa K Cpejie, CTaHIapThl KaHAJbHOTO YPOBHS.

Tema 12. Ethernet

12.1 TIporokossl Ethernet.

Teopus: Wakancymnsmus Ethernet, mogyposenr MAC, passutue Ethernet, moss
kaapa Ethernet, monst kanpa Ethernet, moxyposan MAC u LLC, MAC-aapeca.

12.2 KommyTaTopbl JOKaJIbHBIX CETEH.

Ilpakmuka: Tabmuma MAC-aapecoB, ocHOBHass MHGOpMaNusI 0 KOMMyTaTopax,
bunbTpanms kaapos, noidyuenue uHpopmaruu o MAC-anpecax, crocoObl MepechUIKH
uH(pOpMaIUU HA KOMMYTaTope.

12.3 TIpoToKoJ pa3pemieHust aipecoB.

Teopus: Ilporokon pazpemenus aapecoB ARP, dynkumu ARP, ARP-3ampoc,
ARP-otBeT, Tabnunbr ARP, mpobiemsr ARP.

Tema 13. Cemeeoit yposeHs

13.1 IIpoTOKOJIBI CETEBOTO YPOBHSI.

Teopus: CereBONl ypOBEHb, MPOTOKOJBI CETEBOTO YPOBHS, HWHKAICYJIAIUA
nporokona IP, xapakrepuctuka mporokona IP. I[Taket IPv4, naker IPVG.

13.2 Mapmpyruzanus.

Teopus: Pemenne o mepeaapecaniil MaKeTOB XOCTOM, IUIIO3 MO yMOJIYaHUIO,
UCIIOJIb30BAHUE IIITI03a IO YMOJYaHWIO, Tabiuila mapmpyTtu3anuu ysna. Tabmura
MapIIpyTU3alliu poyTepa, pelieHre o Mepeagpecanni MapupyTU3aTOPOM .

Ilpakmuka: OnpeneneHue 3IEMEHTOB 3aMUCH B TAOJIUIIE MAPIIPYTU3AIUH .

13.3 MapmpyTusatopsi.

Teopus: Mapuipytuzatop - 3TO BbluuciaurenbHas wamuHa, LI m OC
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mapuipytusaropa, unrepdeiicei LAN u WAN, noxakimtoueHue K poyrepy, Mpoiiecc
3arpy3ku OC, ¢pu3znueckue XapakTepucTUKU poyTepa.

Ilpakmuka: VI3ydenne pu3nuecKuX XapakTEpPUCTUK MapIIpyTU3aTOPA.

13.4 Hactpoiika mapmpytu3atopa Cisco.

Ilpakxmuxa: ba3oBas HacTpoWKa MaplIpyTH3aTopa, HacTpoiika uHTepdeiicoB
MapIIpyTHU3aTOpa, HACTPOUKA IITI03a IO YMOTYAHHUIO.

Tema 14. |P-aopecayusn

14.1 Ceresblie IPv4-agpeca.

Teopus: Anpeca IPV4, no3unronHas HoTauus, NpeoOpa3oBaHUE JBOMYHBIX YUCEIN
B necsatuuHblid popmat. Ctpykrypa IPVv4-aapeca, Macka moiceTu, TUIIBI aJJpECOB.

Ilpaxmuxa: Pacuet IP-agpecamnumu.

14.2 CerteBrie IPV6-aapeca.

Teopus: IlotpebHocts B IPv6, mpencraBnenue IPv6-aapecos. Jlnuna npedukca,
tumel IPV6 agpecos, metoasl HacTpoiiku IPV6 - SLAAC, EUI-64, DHCPV6, rpymmoBsie
IPv6-anpeca.

Ilpakmuka: Onpenenenne tunoB IPv6-ampecos. Hacrtpoiika |Pv6-aapecoB Ha
CETEBBIX YCTPOUCTBAX.

14.3 Paznenenue IP-cereii Ha moaceTH.

Teopus: CermeHrtanusi cereil, paznaenenue IPv4-cetm Ha MOACETH, TPaHULBI
OKTETOB, Macka mojceTa, VLSM, paboTa ¢ 6eckiaccoBo aapecamnuei, mpenMyIiecTBa u
HEJIOCTATKH KJIACCOBOM aJpecariui.

Ilpaxmuxa: llpaktuka no pacuery |Pv4-aapecamum.

14.4 Ocobennoctu npoektupoBanus [Pvo-cereii.

Teopus: T'noGanpHbI MHIUBUAYATBHBIN |PV6-anpecoB, pa3doreHne Ha MOJCETH C
WCITOJIb30BAaHUEM HICHTH(HUKATOPA TTOACETH, PeaTU3aIlksl CXEMbI a[pecalliy Ha MOACETH
B IPV6.

Ilpaxmuxa: Coznanue cetu |IPV6 nis npoekta « Y MHBIN 10M».

Tema 15. Pazoenenue |P-cemeit na noocemu

15.1 CermeHTanus ceTH.

Teopusi: JloMeHBbl MHMPOKOBEIIATEIBLHOM pacchUiku. [IpoOnembl ¢ KpyNHBIMU
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IIMPOKOBEIIATEILHBIMHI TOMeHaMHU. [[puduHbI 11 pa3neneHus Ha TOICETH.

IIpakmuka: Co3znanue AByX, yeTbipex noacereil. VLSM Ha npakTtuke.

15.2 Cxewma anpecanum.

Teopus: IlnannpoBanue aapecannu cetu. [I[pucBoeHune agpecoB ycTporncTBaMm.

Ilpaxmuxa: Pa3paboTka u peanu3aius cxemsl agpecanun VLSM.

15.3 OtpaboTka KOMIIJIEKCHBIX MPAKTHUYECKUX HABBIKOB.

Ilpakmuka: moaATOTOBUTH cxemy anpecaruu |Pv4 u IPV6, peanmm3oBaTs aapecanuro
IPv4 u IPV6 1 mpoBepuTh CETEBBIC MOIKIFOUCHUS.

Tema 16. Tpancnopmmuutit ypoeens

16.1 IIpoTOKOJIBI TPAHCIIOPTHOTO YPOBHSI.

Teopusi: Ponp TpaHCIOPTHOTO YPOBHS, (YHKIMU TPAHCIOPTHOIO YPOBHA,
MYJIBTUILUICKCUPOBAHUE CEAHCOB CBSI3M, HAACKHOCTh TpPaHCHOPTHOrO ypoBHsA, TCP u
UDP, CooTBeTCTBYIOMIMI MPOTOKOJ TPAHCIIOPTHOTO YPOBHSA JUISI COOTBETCTBYIOIIETO
MIPIITOKCHUS.

Ilpakmuka: CpaBuenue xapakrepuctuk TCP u UDP.

16.2 TCP u UDP.

Teopus: ®dyuxkmum mpotokona TCP, 3aromoBok mporokona TCP, ®yrkiuun
nporokoa UDP, 3aromoBok mnpotokosa UDP, oTaenbHble ceaHChl CBsi3W, HOMeEpa
MIOPTOB, APl COKETOB, TPYMIBI HOMEPOB MOPTOB, 0OMEH JaHHBIMHU 1O TpoToKkoy TCP,
obmeH manabIMU 110 TipoTokory UDP, mpunoskenwns, ucnomnsiytomue 1 CP, mpuioxeHus,
ucnois3yromue UDP.

Ilpaxmuxa: HaOmroneHne 3a TMPOLECCOM TPEXCTOPOHHETO KBUTHPOBAHUS
npotokosia TCP ¢ momormsio mporpammbel Wireshark. M3ydenune 3axBaueHHBIX MAKETOB
DNS u UDP ¢ nomoristo nporpammbl Wireshark.

16.3 OOMeH nanHBIMH ¢ ucmoias3oBanneM 1 CP u UDP.

Ilpaxmuxa: MonenupoBanue oOMeHa JJaHHBIMH ¢ Hcniosib3oBanueM 1 CP u UDP

Tema 17. Yposenv npunoscenuii

17.1 ITpoTOKOJIbI YPOBHS MPUIOKEHUM.

Teopus: YpOBEHb TPEACTABICHUS W  CEAHCOBBIM, IPOTOKOJIBI  YPOBHSA

HpHHO)KeHHﬁ, MOJCIIb «KIIUCHT-CCPBEP», O6HICI/I3BCCTHBIG IMPOTOKOJIbI WM CCPBUCHI
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ypoBHs mpuiokeHud. [IpoTokonsl BeO-Tpaduka U 3IEKTPOHHON MOYTHI, cepBHUCH IP-
ajipecalliy, CEpBUCHI COBMECTHOI'O JJOCTYyIA K (aiinam.

Ilpaxmuxa: Hactpoiika cepsepa FTP, IS WebServer, Apache2.

17.2 OOmien3BecTHBIC MPOTOKOJIBI U CEPBUCHI YPOBHS TIPHIIOKCHUH .

Teopus: Ilpotokonsl HTTPS u HTTP. Ilpunmumn padorst SMTP, POP, IMAP.

Ilpaxmuxa: VIHTEpHET U DNEKTPOHHAS I1OYTA.

Tema 18. Co30anue neb6onvutoit cemu

18.1 VcrpoiicTBa B paMKax HEOOJBIIION CETH.

Teopusa: Tomonorun ceredl HEOODBIIOTO pa3mepa. Bruibop ycTpolcTB ams
HeOompio cetu. |P-ampecanus B pamkax HeOoublioil cetu. PesepBupoBanue B
HEOOJIbLION CETH.

Ilpaxmuxa: Co3nanue TOMOJOTUM CBOEH OyIyIIeH CeTH.

18.2 [lpumnosxkeHue U MPOTOKOJIBI B HEOOJIBIIION CETH.

Teopus: PacnpocTpaHEHHbIE NPUIIOKEHUS W MPOTOKOJBL. [Ipunoxenus s
nepegavyu rojaoca u BUJIEO.

Ilpakmuka: Hactpoiika DHCP-cepBepa, Hactpoiika DNS-cepBepa Ha pasHbIX
Windows u Linux.

18.3 MacmtabupoBaHue 10 pa3MepOB KPYITHOH CETH.

Teopus: Pacuipenrie HEOONBIION CETH, aHAJIU3 MPOTOKOJIOB, HCIOJIb30BaHUE
CeTU COTPYAHUKAMM.

Ilpakmuka: PazpaboTka 1miaHoB Jyist OyayIiero MactabupoBaHus CETH.

18.4 ObecneueHne ceTeBoil 0€30MaCHOCTH.

Teopus: Yrpo3sl 6e30macHOCTH U ysa3BuMocTh. CeTeBble aTaku. [IpegoTBpaiieHue
CETEBBIX aTakK.

Ilpakxmuxa: W3ydeHue yrpo3 O€30MaCHOCTU CETH. YTPO3bl OE30MACHOCTH W
YSI3BUMOCTH.

18.5 OcHoBHbIE paboyre XapaKTePUCTUKU CETH.

Teopus.: Viconb3oBanue koMmanzipl pPing. Komanasr traceroute u show. Komanna
arp.

Ilpaxmuxa: IaTepnperalins BbIBOIa KOMaH b ping, traceroute, show, arp.
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Tema 19. Konmponvnoe mecmupoeanue no mooyJio

Ilpakmuxa. Tect. AHanU3 pe3yiabTaTOB.

20. Ilpoexkmnas oeamenvHoCmb

Ilpaxmuxa: 3amuTa UHAUBUAYATBHOTO/TPYIIIOBOTO MPOEKTA.

20.1 TIlIpoekt «Ob6ecneyeHre 0€30MaCHOCTH HA KaHATbHOM YPOBHEY.

Ilpakxmuxa: 1loHATHSA O KOMMYTaropax M KAaHAJIbHOM YpPOBHE. YSI3BHUMOCTH
KaHaJbHOTO YpOBHs, TpoToKoJbl STP, 3amuTa or DDOS-atak Ha kommyTtaTopsl, DHCP-
snooping.

20.2 Tlpoekt «HacTtpoiika 6€CIpOBOIHBIX CETEH U «OCCIIIOBHOW» CETH.

IIpakmuka: CpaBHenue u BeiOOp ctanmaptoB 802.11. HacTtpolika 6ecipoBoHOM
cetu Ha yactoTe 2.4 u 5 ['T11. besomacHocTs 6ecipoBoaHoi cetu. Teopus MESH-cereti.

20.3 Tlpoekt «ObecneyeHne 6€30MaCHOCTH HA CETEBOM YPOBHE.

Ilpakmuka: OcobOeHHoctu peanusarnuu cpenacts IPSec, IIpoTtokon ympapieHus
kpuntokinouamu |KE, 3amura nepenaBaeMbix JaHHBIX ¢ MOMOIIBIO TTPOoTOK0JIOB AH 1
ESP, Apxutektypa cpeactB 6ezonacHoctu IPSec .

20.4 TIpoext «HacTpoiika ceTM Ha OCHOBE OTKPBITOTO MPOrPAMMHOIO
obecrieueHus».

Ilpakmuka: TIOMCK OTKPBITOTO MTPOrPAMMHOTO OOECTEUEeHMs ISl HACTPOMKHU
ceteit. Hactpoiika cetu odwuca, monb3ysick Tonbko OC Linux. IlpenmyimectBa wu
HEJIOCTaTKU KOH(UTYPUPOBAHUS CETH, WCTOJB3Ys KOMIBIOTEPHI, B KAYECTBE CETEBOTO
obopynoBanus noj ynpasiaeauem OC Linux.

20.5 TIpoektr «Hactpoiika ceTm Ha OCHOBE 3aKpPBITOTO MPOrPAMMHOTO
oOecrieueHus».

Ilpakmuka: Tlouck 3akpbITOTO MPOTPAMMHOIO oOO€cTeueHus JUisl HACTPOMKHU
ceteit. Hactpoiika cetn oduca, moms3ysck Toiapko OC Windows. Ilpeumyinectsa u
HEJIOCTaTKU KOH(MUTYPUPOBAHUSI CETH, MCTOJb3Yys KOMIBIOTEPHI, B KAY€CTBE CETEBOTO
obopynoBanus noj ynpasiaearnem OC Windows.

20.6 IIpoekt «Co3naHre CUCTEM aBTOMATHU3ALIUU 110 PA3BEPTHIBAHUIO CETH

IIpakmuka: PaboTta ¢ cucteMaMu aBTOMAaTU3aIlH, OPKECTPUPOBAHUS CETEH -

Ansible, Docker, Python u moaxarogaemsrii Moyis Netmiko.
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4. Tlnanmpyemblie pe3yJibTaThl

4.1. Ilnanupyemble pe3yabTarThl 1-10 roga o0y4yeHus

Ilpeomemmnuwie pe3yromamel:

3HaHUe 0a30BBIX OHITHUH, MPUHIIUIIOB TOCTPOCHUS JIOKaJIbHO-
BBIUMCIIMTEIIBHOM CETH;

3HaHUE OCOOEHHOCTEM pAa3IMYHBIX OINEPAlMOHHBIX CHUCTEM CEMeiCcTBa
Windows;

3HAaHHUE OCHOBHBIX CETEBBIX IPOTOKOJOB, CETEBBIX CIy)KO, CpEICTB
MOHHUTOPHUHTA;

yMEHHE paboTaTh ¢ OOOPYJOBAHHEM, MOJKIIOYATh KOMIIBIOTEPHI K CETH,
HACTpamBaTh W ONTUMHU3HPOBATH CETH, IUArHOCTHPOBATH HEMOJAAKA U
BOCCTaHABIIUBATh CUCTEMBI;

YMEHHUE CTPOUTH OJTHOPAHTOBBIE CETH M CETH JJOMEHHOU CTPYKTYPHI;

HaBBbIKH aIMUHHUCTPUPOBAHHNA.

Jluunocmmnote pe3yiomamal:

(opMHpOBaHHE OTBETCTBEHHOIO OTHOIIEHUS K YYEHWIO, TOTOBHOCTH H
CIOCOOHOCTH 00YyYaroIMXcsl K CaMOPa3BUTHIO U CaMOOOPa30BaHHUIO;
(opMHpOBaHHE YHHUBEPCAIBHBIX CIOCOOOB MBICIUTEIBHON AESTEIBHOCTU
(a0CTpaKTHO-IOrMYECKOTO MBIIUICHUS, NaMSATH, BHHUMaHUS, TBOPUYECKOIO
BOOOpaKEHUS, YMEHUS POU3BOAUTD JIOTHUECKHE ONIEpallin);

pa3BUTHE OMbITA Y4YacTHS B COLIMAIBHO 3HAYMMBIX IMPOEKTaX, MOBBILICHUE
YPOBHS CAMOOIICHKH OJ1arofapsi peaju30BaHHbIM [TPOEKTaM;

dbopMHpOBaHWE KOMMYHUKATUBHOW  KOMIIETEHTHOCTH B  OOILIEHUU H
COTPYIHMYECTBE CO CBEPCTHUKAMH B Mpolecce o0pa3oBaTeIbHOM, y4eOHO-
HCCJIE0BATEILCKOW U MPOEKTHOW €S TEIIBHOCTH;

dbopmupoBaHue LEJI0CTHOTO MUPOBO33pEHUS, COOTBETCTBYIOILIETO

COBPEMEHHOMY YPOBHIO pa3BUTHUS HH(DOPMAITMOHHBIX TEXHOJIOTHH;
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(dopMupoOBaHHE OCO3HAHHOTO MO3UTHUBHOTO OTHOIICHUS K APYrOMY YelIOBEKY,
€ro MHEHUIO, PE3YyJIbTATY €ro IESITEIbHOCTH;

dbopMHpoOBaHKE IIEHHOCTH 3/J0POBOTO U 6€30MacHOro 00pasza KU3HU;
YCBOGHHE TMPaBWJI HWHAUBUAYAIbHOTO M  KOJJICKTUBHOTO  0€30MacHOro
NOBEACHUS MpU padboTe ¢ KOMITBIOTEPHON TEXHUKOM;

3HAHUE AaKTyaJIbHOCTH W TMEPCHEKTHB OCBOCHHSI TEXHOJOIMH CETEBOTO

AJMHUHUCTPUPOBAHUA AJI1 pCIICHUS PCAJIBHBIX 3a/1a4.

MemanpedmemmHnuie pe3ynrvmamal:

OPUCHTHPOBATLCA B CBOCH CHCTEME 3HAHWH: OTJIMYaTh HOBOE 3HAHUE OT
M3BECTHOTO;

nepepadaThIBaTh MOJYYCHHYI0 MH(DOpPMAIIHMIO: JIejiaTh BBIBOJBI B PE3yJIbTATE
COBMECTHOH pabOThI T'PYIIIBI, CPABHUBATh W TPYNITHPOBATH MPEAMETHI M HX
00pa3sbl;

paboTaTh IO MPEIOKCHHBIM HHCTPYKIIHSM H CAMOCTOSITEIIBHO;

u3jlaraTh MBICIH B YETKOM JIOTMYECKOH IIOCIICIOBATCIBHOCTH, OTCTaMBaTh
CBOIO TOYKY 3PCHHS, aHAIM3UPOBATh CUTYAIUIO M CAMOCTOSATEILHO HAXOIHTh
OTBETHI Ha BOIIPOCHI MyTEM JIOTHYECKUX PACCYKICHHUM;

onpenensaTh U (GOPMHPOBATH LEIb ACATCIHPHOCTH HA 3aHATHU C ITOMOIIBIO
YUUTEJIS;

paboTaTh B IpyIIe U KOJIUICKTHBE;

YMETh pacCKa3bIBaTh O MPOCKTE;

paboTaTh HaJl TPOEKTOM B KOMaH e, 3 (HEKTUBHO paclpeieNaTh 00I3aHHOCTH.
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4.2. Tlnanupyemble pe3yJbTaThl 2-10 rojaa 00y4eHust

Ilpeomemmnuwie pe3yrvmamot:

pacuMpeHre 3HaHUK 0a30BBIX MOHSATHN, MPUHIIUIIOB IMOCTPOCHUS JIOKAJIBHO-
BBIUMCIIMTEIIBHOM CETH;

yIIyOJICHHOE 3HAHME OCOOEHHOCTEW pa3IMYHBIX OINEPAIMOHHBIX CHCTEM
cemericra Windows;

3HaHUE OCOOEHHOCTEH OCHOBHBIX CETEBBIX IPOTOKOJIOB, CETEBBIX CITYXKO,
CpPEICTB MOHUTOPHHTIA;

YMEHUE CTPOUTH CETH MPOMBIIIJICHHOTO YPOBHS, CETH HEOOIBIIMX O(HUCOB,
TTOJIKTIOYCHHE K TJIOOAIBHBIM CETSIM;

YMEHHME pa3BEpTHIBAHUS CHUCTEM I[EHTPAJIU30BAaHHOTO YIPaBICHUS U
KOMIIBIOTPAMU;

yrHY6HGHHBIe HAaBBbIKHM AaIMHUHHUCTPUPOBAHU.

Jluynocmmnote pe3yiomamaol:

dbopMupOBaHHE OTBETCTBEHHOTO OTHONIICHUS K YYCHHIO, TOTOBHOCTH H
CITIOCOOHOCTH O0YYarOIIUXCs K CAaMOPA3BUTHIO U CaMOO0pa30BaHUIO;
dbopMuUpOBaHHE YHUBEPCAIBHBIX CIIOCOOOB MBICIUTEILHON AEATEIbHOCTU
(a0CTpaKTHO-IOTUYECKOTO MBIIIICHHUS, IMaMSATH, BHHMAaHUSA, TBOPYECKOTO
BOOOpaKEHUs, YMEHHUS IPOU3BOIUTH JIOTHICCKUE OTICPALIHH);

pa3BUTHE OMbITA YYaCTHS B COLMAJIBHO 3HAYMMBIX MPOEKTAX, MOBBIIICHUE
YPOBHS CAaMOOIIEHKH OJiarofapsi peain30BaHHBIM IMPOEKTaM;

dbopMupoBaHHE€ KOMMYHUKATUBHOW KOMIIETEHTHOCTH B  OOIIEHHH U
COTPYJIHHUYECTBE CO CBEPCTHHKAMH B Mpoliecce oO0pa3oBaTeIbHOM, Yy4eOHO-
HCCJIE0OBATEIILCKOM U MPOCKTHOM JIESITEIIbHOCTH;

dbopmupoBaHue IICJIOCTHOT'O MHUPOBO33pEHUS, COOTBETCTBYIOIIETO
COBPEMEHHOMY YPOBHIO pa3BUTHUS HH(DOPMAITMOHHBIX TEXHOJIOTHH;
dbopMupoBaHHE OCO3HAHHOTO MO3UTHBHOTO OTHOIICHUS K JAPYroMy YeJIOBEKY,
€ro MHEHHIO, PE3YJIbTaTy €ro AEATEIbHOCTH;

dbopMupoBaHrEe IEHHOCTH 3J0POBOT0 M 6€3011aCHOI0 00pa3a KU3HU;
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YCBOGHHME TPaBWJI HHAUBUIYAIBHOTO U KOJUIEKTUBHOTO 0€30MacHOro
NOBEACHUS MpU padboTe ¢ KOMITBIOTEPHON TEXHUKOM;
3HaHWE AaKTyaJIbHOCTH U TMEPCHEKTHUB OCBOCHMUSI TEXHOJOTHUH CETEBOTO

AJIMUHUCTPUPOBAHUA IJIA PCIICHUA PCAJIBHBIX 3a1a4.

MemanpedmemmHnuie pe3yarvmamal:

OPUCHTHPOBATLCA B CBOCH CHUCTEME 3HAHHWK: OTIMYaTh HOBOE 3HAHUE OT
H3BECTHOTO;

nepepadaThiBaTh MOIYYCHHYIO MH(DOPMAIIMIO: JejaTh BBIBOJALI B PE3yJIbTATE
COBMECTHOHM pabOThI T'PYIIIbI, CPABHUBATh W TPYNITHPOBATH MPEAMETHI M HX
00pa3sbl;

paboTaTh MO MPEIOKCHHBIM HHCTPYKIIMSIM H CAMOCTOSITEIIBHO;

U3JIaraTh MbBICIM B YETKOM JIOTMYECKOM IIOCIIEI0BATCIBHOCTH, OTCTaMBaTh
CBOIO TOYKY 3PCHHS, aHAIM3UPOBATh CUTYAIUIO M CAMOCTOSATEILHO HAXOIHTh
OTBETHI Ha BOIIPOCHI IMTyTEM JIOTHYCCKUX PACCYKICHUM;

omnpenenaTh U (GOPMHPOBATH IEb ACATEIHPHOCTH HA 3aHATHU C ITOMOIIBIO
YUUTEIIS;

paboTaTh B IpyIIe U KOJIJICKTUBE;

YMETh PacCKa3bIBaTh O IPOCKTE;

paboTarh HaJ IPOEKTOM B KOMaH 1€, 3((HEKTUBHO pacnpeensiTh 00I3aHHOCTH.
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1. KoMmniekc opranu3anuoOHHO-NIeIArOrH4eCKUX yYCJI0BUM

peaju3anuu 001Iepa3BUBaOLIeii MPOrpaMMbl

1. VYcaoBus peajusanum NporpamMmmbl

Mamepuanvno-mexnuueckoe obecneuenue
Tpebosanus k nomeweHuro.

- TMOMEIEHUEe I 3aHAThi, oTBedaromue TpeboBanusim Caunllun npns
YApeXKIACHUHN TOMOJHATEILHOTO 00pa30BaHuUsI;

- Ka4eCTBEHHOE OCBEIIICHUE;

- CTOJIbI, CTYJIbSI TIO KOJIMUECTBY OOydaromuxcs u 1 pabounm mMecToMm aJis
nejarora

Obopyoosanue:

- KOMIBIOTEPHI H HOYTOYKH Ha KaKIOTO O0YYArOIIETOCs U TPEToaBaTeIs;

- MPOEKIMOHHOE 000pyA0BaHME (SKPaHBI) - 2 IIIT.

- MapkepHas Jocka - 1 mr.

Hughopmayuonnoe ovecneuenue:
- ceTeBas KapTa;
- 3BYKOBas KapTa;
- KOJIOHKH,
- mporpaMMHOEe oOecrieueHue Jisi CETeBOro aJMHUHHUCTpupoBanus: VMware

Workstation Pro, TeamViewer Premium, Office 365.

Kaopoeoe obecneuenue:

[Iporpamma peanusyercs neaarorom JA0MOJHUTEIEHOTO 00pa30BaHMS.

2. q)OprI aTTECTAllUM M OLICHOYHBIC MaTECpHUAJIbI

CucteMa KOHTpOJS 3HAHUW W yMEHUM OOYYArOUIUXCS TPEICTABISACTCS B BHJIC

yqéTa PE3YJbTATOB 11O UTOT'aM BBITTOJIHCHUA SaI[aHI/Iﬁ OTACIBbHBIX KEMCOB U MMoCpcaCTBOM
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HAOJTFOICHM S, OTCIC)KUBAHUS JUHAMUKA PA3BUTHS 00yJarOIIeTrocs.
Htorosas arrectanus odydarouuxcsi ocyiectsisierca no 100-0ayuibHON 1mikae,
KOTOpasi MEePEeBOJUTCA B OJIMH W3 YPOBHEH OCBOEHUS 0Opa30BaTEIbHOW IMPOTrpaMMBI

corJiacHO Ta0JHIE:

Tabmuna 4
bansibl, HaOpaHHbIe 00yYalOIIUMC | YPOBeHb OCBOEHMS
0-50 6ammoB Huzkuit
51-75 Gannos Cpennuii
76-100 GamoB Bricokuit

@opMbl TPOBEACHUS WTOrOB IO KAXKIAOM TEME€ M KaXIOMY pasaeiy
oO011epa3BUBalOIIEH TPOrpaMMbl COOTBETCTBYIOT 1esisiM | 3aaduam JJOOII.
WNHauBrUyalIbHBIA/TPYIIIIOBOM TPOEKT OLEHUBAETCS (POPMUPYEMOUW KOMHCCHEM.
CoctaB komuccuu (HE MeHee 3-X YeNloBeK): menaror (B 00s3aTebHOM MOPSIKE),
aIMUHHUCTpanusi  y4eOHOM  opraHu3allii, MPUBETCTBYeTCs  mnpuBiedeHue IT-
po(ecCUOHANIOB, MPECTABUTENEH BBICIIUX U APYTUX YUYEOHBIX 3aBEACHHM.
KoMrioHeHTaMu OLIEHKH HWHAMBHUAYaJIbHOTO/TPYIIIOBOTO MPOEKTa SBISIOTCS (IO
Mepe yObIBaHUSI 3HaYUMOCTH): kadecTBO UII, 0T3hIB pyKOBOAMTENS MPOEKTA, YPOBEHBb
MPE3CHTAIlMU U 3alUThI MPoeKTa. Eciu MpoeKT BHIMIOIHEH TPYINNONW 00y4arouuxcs, TO
IIPU OLICHMBAHUU YYUTHIBAETCS HE TOJBKO YPOBEHb UCIIOJIHEHHUS IIPOCKTA B LIEJIOM, HO U
JUYHBIN BKJAJ KaXJOro W3 aBTOpOB. PerieHue npuHUMaeTcs KoJulernaibHo. s
OLICHKHU MPOEKTA YWIEHAM KOMUCCHH PEKOMEHAYETCS UCIOJb30BaTh «biank onenku MUI»

(ITpunoxenue ).
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3. MeToaunuyeckune MaTepuaJIbl

O0pazoBarenbHbIN NPOIIECC OCYLIECTBISAETCA B OUHOM QopMme.

B 00pazoBaTenbHOM IpOLECCE UCIIONIB3YIOTCS CIENAYIOLINE Memoobl:

1. OOBACHUTETBHO-WIUTFOCTPATUBHBIM;

2. Meroa MNpoOJEMHOr0 H3JI0XKEHMs (IIOCTAaHOBKA NPOOJIEMbl M peLICHHE €€

CaMOCTOATENBHO WX TPYIIIOi);
MPOEKTHO-UCCIIEI0BATEIbCKHM;
4. HarIsAgHbIN:
- JIEMOHCTpaIMs TUIAKaTOB, CXEM, Ta0JINLI, AUArpaMM;
- HCHOJB30BAHME TEXHUYECKUX CPEJICTB;
- MPOCMOTP KMHO- U TEJIEIPOTrpaMM;
5. TPaKTUYECKUM:
- NPaKTUYECKHUE 3aJaHUs;
- aHaJIU3 U peuleHue NpoOIEMHBIX CUTYallui U T. [I.

Beibop MeTom0B 00y4YeHHMs OCYLIECTBISETCA MCXOAs U3 aHajlu3a YpOBHS
TOTOBHOCTH OOYYalOIIUXCAd K OCBOCHHMIO COJEPKAHMSI MOIYJSl, CTENEHH CIOKHOCTHU
MaTepuana, Tumna yuyeoHoro 3aHsaTus. Ha BIOOp METO0B 00yUeHMs 3HAUUTEIBHO BIUSIET
NEPCOHANBHBIN COCTaB TPYMIbl, WHIAUBUAYaIbHbIE OCOOEHHOCTH, BO3MOXHOCTU U

3ampoCHkl ICTEH.

Ouenounvie mamepuansl 011 Ammecmayuu 00yUaOuUxcsa no Mooyio

Mooyns 1. Beeoenue

KoHTpoapHOE TECTUpOBaHUE 110 MOTYIIIO

Mooyne 2. Cucmembl ueHmpaaIu306aHH0O20 YNPAaeieHus noab308amenimu, 6eo-
cepeucol, KOHQuU2ypuposanue omKa30ycmonuyugoil cemu

KonTpoasHOE TeCTUpOBaHKE 110 MOTYIIIO

Ilpoekmmuas oeamenvHocmo

Nroroseiil npoaykT Mmoaynei 1, 2

Mooyne 3. Beeoenue 6  pacuiupeHHbulil Kypc «Cucmemnozo

AOMUHUCIPUPOBAHUA)
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KonTpoasHOE TecTUpOBaHUE 10 MOTYIIIO

Mooyns 4. Coz0anue cemu ¢ ucnoyiv3oéanuem cemesozo ooopyoosanusn Cisco
KoHTposibHOE TECTUPOBAHKE 110 MOIYIIIO

Ilpoekmnuas deamenvHocmo

Hrtorossiii npoaykT Moaynen 3, 4

Dopmol 00yueHus:

-  ¢ponmanvnan - npennonaraetT pabOTy megarora cpasy €O BCEMHU
oOy4JaronMMucs B €IMHOM TeMIle U ¢ oOmuMH 3anadamu. s peanuzanuu oOydeHHs
HCIIONB3YETCSl KOMIBIOTEP Iearora ¢ MYJbTUMEANA MPOEKTOPOM, IOCPEICTBOM
KOTOPBIX y4eOHBI Marepuan JAEMOHCTpUPYETCS Ha OOmMi dKpaH. AKTHUBHO
UCTONB3YyI0TCs UHTEpHET-peCypCHI;

- gpynnoeasa - TpEANoJiaraeT, YTo 3aHATUS MPOBOAATCA ¢ moArpymnmoi. s
ATOrO TpyMIa pacupeessieTcss Ha MOATPYIIbl He Oosiee 6 4YenoBek, paboTa B KOTOPHIX
pEryJIMpyeTCs Me1aroroMm;

- UHOUGUOyaIbHAaA - TIOIPAa3yMEBAET B3aUMOJECHCTBHUE MPENOAABATEINS C OJTHUM
oOyuarorumcsi. Kak mpaBuio JnaHHas QopMa HCHONB3YEeTCsT B COYETAHUH C
(bponTansHol. YacTh 3aHATHA (OOBSCHEHHME HOBOM TEMbI) MPOBOAUTCS (PPOHTAIIBLHO,
3aTeM OOYYalolWNCs BBHITIOJHAIOT WHIUBHUAYAJIbHBIC 3a/laHUS WU OOIIHME 3aJaHus B
WHIUBUTyTBHOM TEMIIC;

- OuUCMaHyuoHHaa - B3aUMOJCHCTBHE Te/larora U o0yJaromuxcs MexIy co0oit
Ha PACCTOSIHHH, OTPAKAIOIIee BCE MPUCYIIUE Y4EOHOMY MPOIIECCY KOMITOHEHTHI. [[is
peanu3aluu  JUCTAHIIMOHHOW (opMbl OOydeHHSI BeCh AUIAAKTHUUYECKUN MaTepual
pasMemiaercas B CBOOOJHOM JOCTyne B cetu HHTepHET, MpoUCXOauT CBOOOJHOE
oOllieHne mejarora U OOYYarolIUXCs B COIMATBHBIX CETSIX, MO DJIEKTPOHHOU IMOYTeE,
MOCPEACTBOM BUJICOKOH(EpeHIIMU uiau B oOmeM darte. Kpome Toro, JuCTaHIIMOHHOE
oOy4eHHe MO3BOJISIET MPOBOAUTH KOHCYJIbTAIMKA O0YUYaOIIETroCs MPU CaMOCTOSTEIHLHOM
pabote noma. HamaxkeHHasi cuctemMa CEeTeBOro B3aMMOJEHCTBUS MOAPOCTKA M Tejarora,
MO3BOJISIET HE OTPAHWYUBATH MPOIECC OOYUCHHS HAXOXKICHUEM B YUEOHOU ayJquTOPHH,
o0ecreynTh BO3MOKHOCTh HEMPEPHIBHOTO OOYYEHHS B TOM YHCIIE, JAJIT 4aCTO OOJICIONTUX

JeTel WM BCeX JeTed B MEpPUOJ]l CE30HHBIX KApaHTUHOB (Hampumep, MO TPUIIY) U
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TeMIEPaTypPHbIX OTPAHUUYEHUSX MMOCEIECHUS 3aHSTHIA.

Dopmul opeanuzayuu yueOH020 3aHAMUA:

B oOpa3oBarenbHOM TMpollecce MOMUMO TPAJAMIIMOHHOTO YYEOHOTO 3aHITHS
HCITOJIB3YIOTCSI MHOT00Opa3Hbie (OpMBI, KOTOPHIE HECYT YYEOHYIO0 HArpy3Ky W MOTYT
UCIIOJIb30BaThCS KaK AaKTUBHBIE CIOCOOBI OCBOGHHMS JI€TbMU 0Opa30BaTEIbHOM
MporpamMMbl, B COOTBETCTBHH C BO3PACTOM OOYYAIOIIMXCS, COCTAaBOM TPYIIIHI,
coJiepkaHueM ydeOHOro Moaynsi: Oeceda, JEKIHsA, MacTep-Kiacc, MNPaKTUYECKOe
3aHATHE, 3alllUTa MPOEKTOB, KOHKYPC, BUKTOPHHA, ITUCIYT, KPYIJIBIA CTOJ, «MO3TOBOM
ITYpM», BOPKIIIOI, TJIOCCUPOBAHUE, JI€JI0BAsI UTPA, KBU3, SKCKYPCHUSI.

Hekotopsie popmbl poBeieHNs 3aHATUN MOTYT 00BEIUHATh HECKOJIBKO YUEOHBIX
IPYII WK BECh COCTAB 00BbEAMHEHUS, HAIPUMED, IKCKYpPCHsl, BAKTOPHUHA, KOHKYPC U T.
.

Memoobvt eocnumanusn: MoTuBalus, yOeXKIEHUE, MOOUIPEHHE, YIpaKHEHHE,
CTUMYJIMPOBAHUE, CO3/IaHKE CUTYyAIlMU ycrexa u JIp.

Ileoazozuueckue mexunonocuu: WVHANBUIYaTU3allMd OOy4YEHHUS;, TPYIIOBOTO
oOy4eHHs; KOJUICKTUBHOTO B3auMOOOy4eHUSs; TUDPEpeHIIMPOBAHHOTO OO0YUYECHUS;
Pa3HOYPOBHEBOTO OOy4YeHMS; MPOOJEMHOro OOYyYEHHS; pa3BUBAIONIETO OOYyUYCHUS;
JTUCTAHIIMOHHOTO OOY4YEHHUS; UTPOBOM JESITEIbHOCTH; KOMMYHHMKATHUBHAS TEXHOJIOTHS
0o0y4eHUsl; KOJUICKTUBHON TBOPYECKOW [EATEIBHOCTH; PEIICHUS H300peTaTeIbCKUX
3a/1a4; 310poBbecOeperaroniasi TEXHOJIOT U

Juoaxkmuueckue mamepuanol:

[Tocobust mo kaxaoi uzydaemoil TeMe (B BUJE CIHUCKAa KOMaHJ U BO3MOKHOCTEH
JAHHOM MPOTPaMMBI C TIOSICHEHUSIMH ); YIPAKHEHUS 110 KaXKI0M U3ydaeMoi TeMe (B BUJIE
CIINCKA JIOTUYECKU CBS3aHHBIX JACHUCTBUU C M3y4ae€MOW INPOrpaMMOM, MPUBOIAIIMX K
KaKoOMy-JIHOO pe3ylbTaTy); MmaTepuaibl mo TepmuHodoruu [10; uWHCTpyKuuMU MO

HACTPOWKe 000pyAOBaHUS; yueOHas U TEXHUYECKas JIUTepaTypa.
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Cnucok JiuTepaTypbl

HOpMaTl/IBHbIe AOKYMEHTBI:

1. ®enepanpubiii 3akoH «0O0 oOpazoBanum B Poccuiickoit ®denepanum» OT
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2. Crparerusi pa3BuTusi Bocnutanus B Poccuiickoit ®enepanuu Ha NEpUOJ 10
2025 ropa. Pacnopsixenue I[IpaButenbctBa Poccuiickonn denepannn ot 29 mas 2015 r.
No 996-p

3. Tlucemo MuHnucrepctBa obpazoBanuss U Hayku P® ot 18.11.2015r. Ne 09-
3242. «O mHanpaBieHMH MeETOAMYECKUX PEKOMEHJAUMHA 10 MPOEKTHPOBAHUIO
JOTIOJTHUTENBHBIX OOIIEPa3BUBAIOIINX MTPOTrpamMM (BKIIIOUAs Pa3HOYPOBHEBBIE)»

4. Pacnopspbkenue mnpaButenbctBa P® ot 04.09. 2014 Ne 1726-p «O6
yTBepxkaeHnr KoHIenuuu pa3BuThs AOMOITHUTEILHOTO 00pa30BaHus JeTel»

5. «OcHoBbl  3akoHOmaTenbcTB P®d 00 oxpaHe 310pOBbS  TpaxkiaaH»,
yTBep:kieHHbIE BepxoBHbIM coBeTOM PD 0T 22.07.1993 Ne 5487 - (pea. ot 25.11.2009);

6. ®enepanbnbiii 3akoH 0T 24.07.1998 No 124-®3 «OO0 OCHOBHBIX TapaHTHIX
npaB peO&Hka B POy;

7. ®denepanbHblii 3ak0H OT «OO0 OCHOBax OXpaHbl 3J0POBbS TpPaXKIaH B
Poccuiickoii @enepanun», 2011r.

8. Ilpukxaz MunucrepctBa npocemeHus: Poccuu ot 09.11.2018 1. Ne 196 «O6
yTBepxkaeHun  llopsnka  opraHu3allui W OCYIIECTBJIICHUST — 00pa3oBaTeNIbHOU
JESATETLHOCTH TI0 JTOTIONHUTEIBHBIM 00111e00pa3oBaTeibHbiM TIporpammam» ([Ipukas

Nel1008 ormeHeH).

Cnucok TuTeparypbl, HCNOJb30BAHHOW NIPY HANIUCAHUM NMPOTrPaAaMMBbI:

1. AnmunuctpupoBanue jokaabHbIX cereit Windows NT/2000/.NET: VuebOHoe
nocobue. Hazapos C. B. - 2-e uzn., nepepad. u nor. - M.: ®uHaHck u ctatuctuka, 2003.
- 480 c.: ni.

2. AnvunuctpupoBaHue cetu Ha npumepax. [lomsk-bparunckuit A. B. - CII6.:

BXB-IletepOypr, 2005. - 320 c.: um.
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3. AnmapaTHble CpeACTBa JOKalbHbIX ceTeid. Duiukioneaus / M. I'yk, - CIIG.:
[Tutep, 2004. - 573 c.: un.

4. ApxuTeKkTypa KOMIBIOTEPHBIX CHUCTeM U ceTeil: Yue6. mocobue / T. I
bapanosckas, B. W. Jlowko u np.; nox pen. B. U. Jloiko. - M.: ®uHaHCHI U CTaTUCTHKA,
2008. - 256 c.: um.

5. BupryansHble MalIMHBL: HECKOJILKO KommbioTepoB B ogHoMm (+CD). / A. K.
['ynbtaes - CII6.: ITutep. 2006. - 224 c.: u.

6. BeruncnuTenbHbIE CHUCTEMBI, ceTH U TenekoMmMmyHukanuu / B. JI. Bpoino -
CIIo.: ITutep, 2003. - 688 c.: u.

7. BoluuciauTenbHbIe CUCTEMBI, CETU U TEICKOMMYHHUKAIUU: Y4EeOHUK. - 2-€ U3/,
nepepad. u gon. / A. I1. ITatubpatros, JI. I1. I'ynsino, A. A. Kupuuenko; [lox pen. A. I1.
[IatubpatoBa - M.: ®uHaHcel U cratuctuka, 2004. - 512c¢.: nin.

8. 3ammTa KOMIBIOTEpHON HH(MOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO JIOCTyNa. A.
1O. Iernos. - CIIO.: U3natensctBo «Hayka u Texnuka» - CII16.: bXB -IletepOypr,
2000. - 384 c.: ui.

9. 3unakomctBo ¢ Microsoft Windows Server 2003 / Ilep. ¢ anri. / k. XaHukar -
M.: U3narenscko-Toprosoiid 1oM «Pycckas penakuus», 2003. - 464 c.: ni.

10. HuTepHer: mpoTOKOJbl Oe30macHOCTH. YueOnbt kypce. bk VY. - CII6.:
[Iutep, 2001. - 288 c.: i

11. Hudopmatuka: Yued. mocobue s crya. nea. By3oB / A. B. Morunes, H.
. Tlak, E. K. Xennep; Ilox pen. E. K. Xennepa. - 3-¢ u3a., nmepepad. u gom. - M.:
W3narensckuii meHTp «Akanemus», 2004. - 848 c.

12. DapkonnH M. b. Jlerckas ncuxosorus: yue0. mocooue s CTy. BBICII. y4eo.
3aBenennit / JI. b. Dnpkonun; pen.coct. b. JI. DnpkonuH. - 4-¢ usm., crep. - M.:

N3 parenbckuil neHTp «Akanemus», 2007. - 384 c.

Anexkmponnsvie pecypcoi:
1. CroBapb pabounx TEPMHUHOB 1O MPEANPOPHIHLHON MOATOTOBKE [ DIEKTPOHHBIN

pecypc]. URL: http://www.do.tgl.ru/files/specialized_education/2347_3.pdf


http://www.do.tgl.ru/files/specialized_education/2347_3.pdf

o1
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[Tpunoxenue 2

JIMCT olleHKH padoThl 00y4AKOIUXCHA

B npouecce padoThl ¢ CEPBEPHBIM 000pyI0BaHUEM

Ne rpymmsr: Jara:
No OUO CnoxHoctb |{COOTBETCTBUE Crenenn Konunuect
n/ | oOydaromierocs | HacTPOWKH | MOCTaBJICHH YBIEUEHHOCTHU BO
obopynoBaH | oif 3amaun u | [Ipe3eHrarys | MPOILECCOM H | BOIPOCOB U
us (10 WIKane| pealu3aluy | MOJENHU 0 | CTPEMIIEHUS K | 3aTpylHe
or0 05 |peuenus (o TJIaHy. OpUTHHAJILHOC |HUU (IIT. 32
0aJIoOB) mkasue ot 0 Crenenb TU NIpU OJTHO
10 5 6ayyioB) | BIafeHUS BBITIOJIHCHUH | 3aHSTHE)
CHEIMAIbHBI | 3aaHuil (1o
MU TepMuHamu | mikaine ot 0 1o
(o mikane ot 0| 5 6a/mIoB)
10 5 6aJIoB)
1.
2.
3.
4.
5.
6.
7.
8.
0.
10.
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JIMCT olleHKH padoThl 00y4AKOIUXCHA

B Mpolecce HACTPOIKN KOMMYTAINMOHHOT0 M KOMINILIOTEPHOTO 000PY10BaHUA

Ne rpymmsr: Hara:
No DUO Creneun Cremnensn Koin-80
/n | o0ydaromerocs BJIAJICHUSI BJIEYEHHOCTHA |BOIPOCOB U
yHarot CootBeTcTBUE|COOTBETCTBUE A y P
o ., |CTICLIMATBHBIMH| IPOIECCOM U 3aTpyn
MMOCTPOCHHOM | HATUCAHHON S
TepMUHAMHU (10| CTPEMJICHUS K | HeHMI (IIT.
KOHCTPYKITUHY | TIPOTPAMMBI
N mkaie oT 0 10 (OpUruHaIbHOCTH| 33 OJHO
3aJIaHHOMI 3aJlaHHBIM
5 6aoB) npu 3aHSTHE)
Mozenu (o | 1ensm (1o
BBIITOJIHEHU U
mkaiae or 0 | mkaie ot 0 sajanuit (110
10 5 6aioB) | 10 5 6aIoB)
mkase ot 0 1o 5
OaJIJIOB)
1.
2.
3.
4,
5.
6.
7.
8.
0.
10.

IIpyMep KOHTPOJIBLHOIO TECTUPOBAHMSA (CTAPTOBbIA YPOBEHb)

Monayas 1. BBenenne
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Jlata

Maxcumanvroe epems gvinonnenus 3adanuii: 30 munym

PUO I'pynmna

Bonpochl TecTOBOro 3a1aHUSA
3aganme Ne 1
1. Kakue ycTpoiicTBa sSBISIOTCS yCcTpoiicTBaMu BBoJa? Beibepure qBa BapuaHTa.
1) mpoekrop;
2) umdpoBoi poToamnmapar;
3) JWHAMUKH,
4) npuHTEp;

5) ycTpo#cTBO OMOMETPUUYCCKOW ayTeHTH()HUKAIIHH.

1.2.  Kaxoil TepMHUH HCTIONB3YETCS AT ONPEICICHNUS POBOIHUKOB HA MATEPUHCKON
iare, KOTOpble O00ECHeuMBaIOT MEPEHOC JaHHBIX W3 OAHOM 4YacTh KOMIBIOTEpA B
Apyryo?

1) Habop MHUKpOCXEM;

2) MOCT;

3) mnaTta BBOAa-BBIBOJA;

4) mMHa.

1.3. Uro, Kak mpaBMJI0, KOHTPOJIUPYETCS CEBEPHBIM MOCTOM unriceta? Beibepure

JIBa BAPUAHTA.
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1) oOmen nanubiMu Mexay LT 1 3ByKoBO# TIATOM;

2) JOCTYII K BHICOKApPTE;

3) oOmen manHbIMH MeXAY LT 1 sxecTKUM JUCKOM;

4) obmeH gaHHBIMU Mex Ty LIIT 1 mopTamu BBO1a-BBIBOJIA;

5) nmoctym k O3VY.

1.4. Kaxoii KOMIOHEHT OKa3bIBaET HAaMOOJIbIIIEE BIUSHUE HA BRIOOP KOpIyca U 0JIoKa
IIATAHWS TIpU co3ganuu HoBoro [1K?

1) THII KECTKOTO JIUCKA;

2) wmonyib O3V,

3) 3ByKOBas KapTa;

4) MmaTepuHCKas IaTa;

5) Buacoamanrep.

1.5. Tlonmwp3oBarenb, urpawomuii B Bugeourpy Ha urpoBoM [IK co cranmapTHbIM
xectkuM guckom EIDE 5400 o6/mMuH, 3aMeudaeTr 3HAYUTEIbHOE CHIKEHHE YPOBHS
MPOU3BOIUTENILHOCTU. Kakoil BapuaHT OOHOBJIEHHUS KECTKOTO JUCKa TMOMOXKET
MOBBICUTh YPOBEHb MPOU3BOJUTEIIBHOCTH, a TaKXE YBEJIWYUT HAJECKHOCTD
KOMITBIOTEPA U CHU3UT €ro 3HepronorpediaeHue?

1) TeepaoTeabHBIN HAKOIUTEb.

2) XKectkuit nuck SATA 10 000 06/mMuH.

3) XKectkuit nuck SATA 7200 00/MuH.

4) Kecrkuii quck EIDE 7200 06/mMuH.
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3amanue Ne 2
2.1. Kakwue nBa TpeOOBaHUS K anmapaTHBIM CPEJICTBAM KOMIIBIOTEpA MPEIbIBISIFOTCS
B CJIydae HEOOXOIUMOCTH 3allycKa HECKOJIbKUX BHUPTYalIbHBIX MallH? BriOepuTe aBa
BapHaHTA.

1) HECKOJIbKO MOHUTOPOB;

2) Oonbroi oobem O3V,

3) BHUIeoamanTep BHICOKOTO pa3peIieHus;

4) BBICOKOCKOPOCTHOM aiantep OeCcrpoBOIHOM CBS3H;

5) wmuorosepubiii LI1.
2.2. Kakas enuHUIIa N3MEPEHHIA UCIIONIB3YETCS JIJIsT 0003HAYCHHUS CKOPOCTH JKECTKOTO
ucka?

1) 49wcno CTpaHWI] B MUHYTY;

2) YHUCIIO KJIACTEPOB B MUHYTY;

3) 4uciio 000pPOTOB B MUHYTY;

4) rHrabamThI.

2.3. Kaxoii Tun pa3pémMa MOXKHO HCIIOIb30BaTh ISl MOACOEAMHEHHSI BHYTPEHHETO
XKECTKOTO JUCKAa K MATEPUHCKOM TiaTe?

1) SATA

2) USB

3) eSATA

4) Thunderbolt
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2.4. VYikaxure Ha3zHaueHUE 0JI0KA IMUTAHUS:

1) [IpeoOpazoBaHue NEPEMEHHOrO TOKA B IIOCTOSIHHBIA  TOK 0o0Jee HHU3KOI0

HaIIpPsAKCHUA.

2) lpeobpasosanue pepemenHoro Toka B MOCTOSHHBIA TOK 60Jee BBICOKOIO
HaPSDKCHUSL.

3) IpeoOpasoBaHHe pocrostHHOrO TOKa B MEPEMEHHBIH TOK 00JEE BBICOKOTO
HaIpPsOKEHHSL.

4) TIpeobpasoBanue pocrosmHOro TOKa B NMEepEeMEHHBI  TOK 0o0Jiee HU3KOTO
HAIPSDKCHUS.

2.5. HWmuxeHep BBIMOIHIET OCMOTP MAaTEPUHCKOM MIaThl M BUAUT 24-KOHTAKTHBIN
pa3zbeM. Kakoil KOMIIOHEHT MOAKIIOYAETCsl K MATEPUHCKOH IIaTe yepes3 3ToT 24-
KOHTAKTHBIN pa3beM?

1) nmuck SATA;

2) OJIOK MUTAHUS;

3) BuUACOKapTa;

4) TupuBOJ TMOKUX IHUCKOB;

5) npuBoja ontudeckux auckoB PATA.

3amanue Ne 3
3.1. Kommnbrotep ¢ omneparrionHoi cuctemoit Windows 7 Bkmrouaetcs, Ho OC He
3arpykaetcs. MHKeHep Momo3peBaeT, uTo OlepalMoHHas CHCTeMa Oblaa aTakoBaHa

BUPYCOM, YTO NPHUBEIO K €€ HEHCHpaBHOCTU. Kakue Mepbl MOXKHO IPUHSATH IS
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BOCCTaHOBJICHHS paboTocrmocobnoctu OC?

1)

2)

3)

4)

Beimonauts chkdsk Ha moBpexaeHHOM JMCKe ISl BOCCTAHOBJICHHS CHCTEMHBIX
(baioB 10 MOCIEyCTAaHOBOYHOTO COCTOSHUS.

Hcnonb3oBaTh MOCJIEIOBATENBHOE pe3epBHOE KOIMPOBaHUE JUTSI
BOCCTAHOBJICHUS CUCTEMBI.

Hcnonb30BaTh pPa3HOCTHOE PE3EPBHOE KOMHMPOBAHUE JMJII BOCCTAHOBJICHUS
CUCTEMBL.

Hcnonb3oBaTh 00pa3 CHUCTEMBI, CO3JaHHBIA O BO3HUKHOBEHHUSI cOOs, st

BOCCTAaHOBJICHUS CUCTCMBI.

3.2. UYro HCIIOJIB3YCT OIICpAaIMOHHAA CUCTEMA IJI1 CBA3H C allllapaTHBIMHA

cpeacTBaMu?

1)
2)
3)
4)

UHTEp(ENC TPOrpaMMHUPOBAHUS PUIIOKEHUN;
JparBEp yCTPOUCTBA;

BIOS;

CMOS.

3.3. HazoBure nBe pyHKIMM ONEPAIMOHHON CUCTEMBI:

1)
2)
3)
4)
5)

ynpasnenue BIOS;

yIPaBJICHHUE NMPUIIOKEHUSIMH;
pelakTUPOBaHUE OJIOK-CXEM;
KOHTPOJIb JIOCTYTa K 000PYI0BaHHIO;

KOMITWJIALMS IPOTPaMM;
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6) oOpaboTka TeKCTa;

7) BwIXOJ B MIHTEpHET.

3.4. Kakoiif TepMuH 0003Ha4YaEeT CIOCOOHOCTh KOMITBIOTEPA BBITIOJIHATH
OJTHOBPEMEHHO HECKOJIBbKO MPUIOKECHHA?

1) MHOro03aJa4YHOCTb;

2) MyJbTUMEIHNA;

3) MHOTONOJIBH30BATEIBCKHIA PEKUM;

4) MHOTOmpoIeCCOpHas 00paboTKa.

3.5. Kakyro oOuryro mnpoieaypy MOXKET BBITOIHUTh TEXHUUECKUW CHEIHATUCT IS
OIpe/IeNICHUs PUYMHBI HETIONAI0K B pab0Te ONEpPaliMOHHON CUCTEMBI?
1) mpoBepuTh OJIOK MUTAHHMS;
2) TPOBEPUTH COCTUHCHUS BEHTHISITOPA U YOSTUTHCS B €0 padOTOCIIOCOOHOCTH;
3) 3arpy3uTh KOMIIBIOTEDP B O€30IIACHOM PEKUME, YTOOBI ONPEIACTUTh, CBSI3aHA JIN
HEMOJIaJIKa C IpaiiBEpaMu;

4) 3aJ0KyMEHTHPOBATh BpEMs, 3aTpaueHHOE Ha pa3pelicHne MpoOIeMBbI.
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IIprMep KOHTPOJIBLHOIO TECTUPOBAHMS (CTAPTOBbIH YPOBEHb)
Mopyas 2. CucTeMbl HEHTPAJIN30BAHHOI0 YIIPABJICHHSA M01b30BATEIAMH,

Be0-cepBHChI, KOH(PUTYPUPOBaHUE 0TKA30yCTOMYUBOM CeTH

KOHTpOJILHOC TECTUPOBaAHUC 110 ITpOorpamMmme

«CucreMHOe AIMUHUCTPUPOBAHUE» 0a30BbI YPOBEHb

[lata

Maxcumanvroe epems gvinonnenus 3a0anuii: 30 munym

OUO I'pynmna

1) B dem 3akiro4aeTcs HEJIOCTAaTOK pa3BepPTHIBAHUS OJTHOPAHTOBOW CETH?
1) TpyAHOCTHh HACTPOWKH;
2) OTCYTCTBHE LICHTPAJIM30BAHHOTO aIMUHUCTPUPOBAHHS,
3) BBICOKAs CII0KHOCTb;

4) DOpOroBH3HA.

2) 3auem HyxeH IP-ampec?
1) Tlo3BosseT onpeaAeauTh GU3MUECKOE PACIIONOKEHHE IIEHTPa 00PaObOTKHU TaHHBIX.
2) Tlo3BossieT ONpeneuTh MECTO B MAMSITH, U3 KOTOPOTO 3alyIIeHa IporpaMMma.
3) Ilo3BouseT onpeaeauTh OOPATHBIN aapec I OTBETHBIX SJICKTPOHHBIX ITHCEM.

4) [To3BonseT OIIPCACIINTD NCTOYHHUK U MCCTO HA3HAYCHUA IIAaKCTOB JaAHHBIX.

3) Ilokynatens pasmeriaer cMapT(OH PSIOM C TEPMHHAJIOM OIUIATHI B MaraswHe, W

IiaTa 3a MOKYIKU YCIEHIHO ocyuiecTBisercs. Kakoil THn 6ecnpoBOIHON TEXHOIOTHH

HUCIIOJIL30BAJICS?

1) Bluetooth
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2) NFC
3) Wi-Fi
4) 3G

4) CeteBoli Kabesb KAKOTO THUIIA OOBIYHO UCIIOIB3YETCS JIJIS TOAKITFOUCHHSI
O0(pHCHBIX KOMITBIOTEPOB K JIOKAIBHOM ceTr?

1) KoaKCHaJIbHBIN KaOeb;

2) BUTas Mapa;

3) BOJOKOHHO-ONTHYECKHUI KaOeJb;

4) TOJMMEPHBIN BOJOKOHHO-ONTHYCCKUIN KaOeb.

5) KakoBbI IpenMyIIecTBa UCIOIb30BAHUS BOJIOKOHHO-ONITHYSCKOTO Ka0eIs IS

MOJKJTIOYEHUS yCTpoicTB? BribepuTe 1Ba BapuaHTa.

1) BoOJ0OKOHHO-ONTHYECKUI Kabebh YCTONYMB K JIEKTPOMArHUTHBIM H
BBICOKOYACTOTHBIM MIOMEXaM.

2) JInvHA BOJIOKOHHO-ONITUYECKOTO KaOessh MOXKET JOCTHraTh HECKOJIBKHUX
KHJIOMETPOB.

3) B BOJIOKOHHO-ONTHYECKOM KaOesIe UCIOIb3yeTCs TOTOIHUTEIBHOES
HKpPAaHUPOBAHUE JIJIS 3aIUTHI METHBIX MPOBOJIOB.

4) Bo0JOKOHHO-ONTHYCCKHN Kabelb yI00CH B YCTAaHOBKE.

5) Bo0JIOKOHHO-ONITUYECKHI KaOeslb OOBIYHO MCITOJIb3YETCS B HEOOIBIIINX

KOPIIOPATHUBHBIX 1 JOMAITHHUX CCTAX.

6) ®yskuM Kakux AByX ypoHer Mojaenu OS| cOOTBETCTBYIOT YPOBHIO CETEBOTO
noctymna mozaenu TCP/IP? Beibepute 1Ba Bapuanra.

1) ypOBEHb MPHUIIOKECHHIA;

2) (usnUecKui;

3) TpaHCIOPTHBIN;

4) ceTeBoii;

5) KaHaJIbHBIN.
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7) KakoB MUHUMAJIBHBIN pa3Mep A0IMyCTUMOro Kaapa Ethernet?
1) 48 Gaii;

2) 64 OaiiT;

3) 96 Oaiir;

4) 128 Gawur.

8) K crmernuanucty mo KOMIBIOTEPHBIM CETSAM OOpaTHIUCH JJIA pa3paboTKu cxeMbl |P-

aJpecallii B CeTH 3aka3uumka. B cetu Oymytr wucmonb3oBatbest |P-ampeca u3 ceru

192.168.30.0/24. Cneumanuct Bbigenser 254 IP-agpeca ayii XOCTOB B CETH, HO

uckmoyaer IP-ampeca 192.168.30.0/24 u 192.168.30.255/24. Tlouemy crnenuamuct

JIOJKEH UCKITIOUUTh 3TH J1Ba IP-agpeca?

1) IP-agpeca 192.168.30.0/24 u 192.168.30.255/24 3ape3epBUPOBaHbI I CEPBEPOB
anekTpoHHo# noutkl © DNS-cepBepos.

2) IP-anpeca 192.168.30.0/24 u 192.168.30.255/24 3ape3epBUpOBaHbBI IS BHCITHUX
MOJIKIF0YeHn K UHTEpHETY.

3) IP-anpec 192.168.30.0/24 sBnsercs cereBbiM IP-ampecom, a 192.168.30.255/24 —
HIMPOKOBeIaTeIbHbIM |P-aipecom.

4) 192.168.30.0/24 sBnsetcs IP-ampecom, 3ape3epBUPOBAHHBIM JJI1 OCHOBHOT'O IILTFO34,

a 192.168.30.255/24 — IP-anpecowm, 3ape3epBupoBanabM 1ist DHCP- cepsepa.

9) Kakoii mpoTOKOJ UCIIOJIb3YETCS Il aBTOMAaTHUECKOro Ha3HadyeHus |P-aapecos
xocTtam?
1) DNS
2) NAT
3) DHCP
10) KakoBbI Tpu peUMyIIECTBA UCTIOIB30BaHus YacTHBIX IP-ampecoB 1 NAT?
Bri6Gepute Tpu BapuaHTa.
1) SKOHOMHMT 3aperucTpupoBaHHbIC MyOaruHbIe |P-anpeca;
2) ymenblaet 3arpy3ky LI Ha KIHEHTCKUX MapIIpyTH3aTOPaXx;

3) co3maeT HECKOJbKO MyOIndHbIX |P-aapecos;
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4) CKpBIBAaET YaCTHYIO aJipEeCallMiO JIOKAIbHON CETH OT BHEIIHUX YCTPOMCTB,
MOIKTIOYCHHBIX K IHTEpHETY;

5) paspelraer pacuMpeHne JOKaaIbHOW CeTH 0€3 NCI0Ib30BaHuUs
JOTIOJTHUTENIBHBIX MyOMM4HBIX |P-ampecos;

6) mMOBHIIIaeT MPOU3BOAUTEIHLHOCT MAPIIPYTHU3ATOPA, TIOIKITIOYCHHOTO K

HNuTepHery.

11) KakoBa npuuuHa co3gaHus U BHeapeHus |Pv6?
1) yIpoIleHre uTeHus 32-6UToBOro aapeca;
2) mpemoTBpalleHue ucuepnanus aapecos |Pv4;
3) obecrieueHUe JTOMOJHUTEILHOTO aJIPECHOr0 MPOCTPAHCTBA B PEECTPE HMHTCPHET-

umeH (Internet Names Registry).

12) Kakue tpu Onoka wuHpopmarmu ykaseiBaeT URL-agpec? BeiOepure Tpu
BapHaHTA.
1) MAC-anpec BeO-cepBepa;

2) HCIIOJIb3YEMBbIH MPOTOKOJT,
3) UMl JIOMEHA, K KOTOPOMY OCYIIECTBIISIETCS JJOCTYTI,

4) IP-ampec nuto3a;

5) Bepcus Opaysepa;

6) MecCTOMOJIOXKEHHE pecypca.

13) Kaxkoit mpoTOKOI HCITOJIB3YETCs BeO-cepBepaMHu TSl IPEIOCTaBICHUS BEO-
cTpaHuil?

1) FTP
2) HTTP

3) IMAP

4) POP

14) Tloyemy MpUIIOKEHUS TIOTOKOBOTO ayINO U BUIEO UCIOJB3YIOT poTokona UDP
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Bmecto [CP?

1) TIpumoskeHus MOTOKOBOTO ay U0 U BHIEO TPEOYIOT NMOTYUYCHHS BCEX MAKETOB,
HE3aBUCUMO OT 3aJIEPKKHU.

2) TpexaTanHoe KBUTHPOBaHUE, ucoiab3yemoe B UDP, yckopsieT MOTOKH ayuo- 1
BHJICOJIAHHBIX.

3) B npuiioxeHusX MOTOKOBOT'O ayHO M BUJCO HE JOMYCKAKTCS 3aJICPHKKH,
BBI3BAHHBIC ITOBTOPHOM IEpPEAAYEH.

4) UDP rapaHTHpyeT OCTaBKy CErMEHTOB I HAJC)KHOM ITOTOKOBOM TIepelaun ayIuo

1 BUIIEO.

15) Ha xakom yposHe mozaenu TCP/IP padoraer nmporokos TCP?
1) TpaHCIOPTHBIN;

2) ypOBEHb MPUIOKECHUIA,

3) MeXCeTeBON;

4) [OCTYII K CETH.

16) Kaxkoit mpoTOKOJI NCIOIB3YETCS JIJIs TIepeaun BeO-CTpaHuI] ¢ BeO-cepBepa Ha
KJIINEHTCKOE YCTPOUCTBO?

1) HTML

2) SMTP

3) HTTP

4) SSH

5) POP

17) ®wibTpanuio ycTpoHCTB KAKOTO THITA MOYKHO aKTUBHPOBATH HA HEKOTOPBIX TOYKAX
0ecrpoBOAHOIO JOCTYIA WM O€CIPOBOIHBIX MapLIpyTU3aTopax?

1) ayreHTHHUKAIMS,

2) IP-agpec;

3) wuaeHTU(PHUKATOP MOJIB30BATES;

4) MAC-anpec.
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18) Kakasi TeXHOJIOTHUS HCIIOJIb3YETCS )11 YHUKATBHON HICHTU(DUKAIIUH
oecripoBogHOM okansHOM cetn (WLAN)?

Ta6mua MAC-aapecoB

1) SSID

2) WEP

3) WPA
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[Ipunoxenue 6

IIpumep KOHTPOJIBHOIO TecTUPOBaHMS (0230BbIi YPOBEHBD)
MogayJis 3. BBenenue B paciiupeHHbIH KYpC
«CHCTEeMHOr0 aAMMHUCTPHUPOBAHU

[lata

Maxcumanvroe epems gvinoanenus 3a0anuii: 30 munym

1017 (0 I'pynna

1) 3aueM yCTpOICTBO YpOBHS 3 BBINOJHSET JIOTHUECKYT0 oneparuto M s IP-anpeca
Ha3HAYEHMsI U MAaCKU MOJICETU?
1) YTOOBI OTPEACTIUTh MHUPOKOBEIIATEIBHBIN apec CeTH Ha3HAUYCHUS;
2) 4TOOBI ONPEACITUTH Y3IOBYIO YacTh ajpeca y3/1a Ha3HAYCHUS;
3) 4TOOBI ONPEACIIUTH OIIMOOYHBIC KaJIPhI;

4) dTOOBI OIIPEICIUTh CETEBYIO YaCTh aJpeca CCTH Ha3HAYCHHUS.

2) Ykaxute nuana3onsl |P-anpecoB, 3ape3epBUPOBAHHBIX ISl BHYTPEHHETO
YacCTHOTO MCIOJIb30BaHus. BriOepuTe Tpu BapuaHTa.
1) 10.0.0.0/8
2) 64.100.0.0/14
3) 127.16.0.0/12
4) 172.16.0.0/12
5) 192.31.7.0/24
6) 192.168.0.0/16

3) Kakue Tpu agpeca sIBIAIOTCS ASHCTBYIOMMMHE MyOnuHbIMU? Bribepute Tpu
BapHaHTA.
1) 198.133.219.17
2) 192.168.1.245
3) 10.15.250.5
4) 128.107.12.117



67

5) 192.15.301.240
6) 64.104.78.227

4) K xakomy Triry oTHOCUTCS aapec |IPve FE80::1?
1) loopback4;

2) JIOKaJIbHBIN ajpec KaHaja,

3) rpymmoBoii aapec;

4) rno0anbHBIA WHAMBUIYAIbHBIN aapec.

5) Tlocmotpute Ha nzoOpaxkenue. Micxoms u3 pe3ynbraTa KOMaH/Ibl, KAKKE JBa

YTBCPIKACHUA O CBA3HU I1I0 CCTU ABJIAIOTCA BepHBIMI/I? BBI6epI/IT€ JABa BapHuaHTa.

C:\Windows\system32> tracert 192.168.100.1

Tracing route to 192.168.100.1 over a maximum of 30 hops
1 1l ms <1 ms <1 ms 10.10.10.10

pA 2 ms 2 ms 1l ms 192.168.1.22

3 2 ms 2 ms 1l ms 192.168.1.62

4 2 ms 2 ms 1l ms 172.16.1.1

S 2 ms 2 ms 1l ms 192.168.100.1

Trace complete

1) wuMeeTcs CBSI3b MEXTy TaHHBIM YCTPOMCTBOM U YCTPOHCTBOM IO ajipecy
192.168.100.1;

2) CBsI3b MEXKIY JBYMS 3THMH Y3JIaMH MTO3BOJISICT BBITIOIHSATH BbI30BBI
BUJICOKOH(EPEHIICBSI3H;

3) MEXIy 3TUM YCTPOMCTBOM M yCTPOHMCTBOM 110 aapecy 192.168.100.1 umeetcs 4
TPaH3UTHBIX y371a;

4) cpemHee BpeMs Mepeiayu TaHHBIX MEXKIY IBYMS Y3JIaMH COCTaBJISCT 2 MC;

5) Ha 3TOM y3Ji¢ [UTI03 10 YMOJYAaHUIO HE HACTPOCH.

6) Kakas nmoacets OyaeT coaepxath aapec 192.168.1.96 B kauecTBe MPUTOTHOTO IS
MCIOJIb30BaHUA ajipeca y3ia?

1) 192.168.1.64/26

2) 192.168.1.32/27

3) 192.168.1.32/28

4) 192.168.1.64/29



7) Kakomy KOJMUYECTBY y3JIOB MOKHO Ha3HAYMTh aJipeca B CETH C MaCKOM

255.255.255.2487

1)
2)
3)
4)
5)
6)

8)

IIPOU3BOJIBHON JJIUHBI BEPHO?
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1) BCC IIOACCTH NMCIOT OI[I/IHaKOBBII‘/II pasMcEp,

2)
3)
4)

9) ITocmoTtpute Ha m3o0pakenue. Paccmorpum IP aapec 192.168.10.0/24,

Ha3HAUYECHHBIN 31aHUIO MIKOJBI. B caMoii 0oJbIIoi cetr B 3ToM 31annu — 100

CO31aHus

3aMMCTBYIOTCSI.

pPa3sMCpPhL HOHCGTGﬁ MOTI'YT pa3in4daTbCAa B 3dBUCUMOCTH OT Tp€6OBaHI/Iﬁ;
IMOoACCTH MOT'YT paS6I/IBaTBCSI Ha MMOoACCTHU TOJIbKO OAMWH pPas;

JOITOJIHHUTCJIBHBIX HOI[CGTCﬁ OUTHI BO3BpPaAlIartOTCA,

Kaxkoe YTBCPIKACHUC 00 apccaiun C HCIIOJIIB30BAHHCM MACKOK IIOACCTH

a HC

yctpoiicTB. Eciiu 192.168.10.0 siBnisieTcst HoMepoM HauOOJIbIIIEeH CeTH, Kakoil OyaeT

HOMED Y CIEYIONIEH 110 pa3mMepy ceTu, cocrosiiei u3 40 yctpoicTs?

nokansHan cets (100 yanos)

Caman Gonbwan

192.168.10.0/?

Homep cetv
77?

Bropas no
BeNnUUMHe
nokanbHas cersb
(40 yanos)
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1) 192.168.10.0

2) 192.168.10.128
3) 192.168.10.192
4) 192.168.10.224
5) 192.168.10.240

10) B kakux aByx cutyanusx npotokoi UDP cineayet npeanouects nporokony TCP B

KauecTBe TPAHCIOPTHOTO MpoTokona? Beibepute nBa BapuaHTa.

1) Korja NMpUIIOKCHHUSIM HEOOXOIMMO TapaHTHPOBATh, YTO MAKET OYACT MOJTydIeH
[ETUKOM, B TIPABWJIBHOM MOPsIIKE, 0€3 NyOIMpOBaHUS;

2) xorja HeoOXoauM OoJiee OBICTPBHIN MEXaHU3M JTOCTaBKH;

3) Korjaa J0NOJHHUTEIbHbBIC HAKJIaHbIC PACXObI HE SBISIOTCS MPOOJIEMOI;

4) xorja MPUJIOKCHHUSIM HE HY)KHO rapaHTHPOBATh JOCTABKY JaHHBIX;

5) xorma HOMepa IMOPTOB Ha3HAYCHHUS SBJISIOTCS TUHAMHUYCCKUMH.

11) Kakas BaxxHast uH(opmarus 100aBIsSETCS K 3ar0J0BKY TPAHCIIOPTHOI'O YPOBHS
TCP/IP nyst obecrieueHusi 0OMEHA JaHHBIMU U TIOJKITIOYCHHS K YAAJICHHBIM CETEBBIM
yCTpOUCcTBaM?

1) mapameTpbl BpeMEHH U CHHXPOHU3ALINM;

2) HOMepa MOPTOB HA3HAYCHHS U MICTOUHUKA;

3) Qusuueckue ampeca Ha3HAUCHUS U UCTOYHUKA;

4) JOTHYECKHE CETEeBbIC apeca Ha3HAYCHHS U MCTOYHHUKA.

12) Kaxoit mexanu3m TCP mo3BosisieT npeoTBpaTUTh MEePErpy3Ky ceTu?
1) TpexcTopoHHEe KBUTHPOBAHUE,

2) mapa COKETOB;

3) ABYXCTOpPOHHEE KBUTHPOBAHHE;

4) CKOIB3SAIIEE OKHO.

13) Kakue Tpu yTBepKaeHUsA XapakTepu3ytot nmpotokosn UDP? Beibepute Tpu
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BapUaHTA.

1) UDP oGecnieunBaeT OCHOBHBIE (PYHKIIMU TPAHCIIOPTHOTO YPOBHS 0€3 YCTAHOBJICHUS
COCTUHEHHUS.

2) UDP obGecnieunBaeT OBICTPYIO IIEpeIady JaHHBIX YPOBHS 3 ¢ yCTaHOBJICHHEM
COCTUHEHHUS.

3) UDP ucnoab3yet NpoTOKOJIbI YPOBHS MPHIOKECHUMN )11 BHISIBJICHHS OIIHOOK.

4) UDP — 3T0 npOTOKOJI ¢ HU3KUMH HAKJIaJHBIMU PACX01aMHU, KOTOPBIN HE
MO/I/ICPY)KUBAET MEXAHU3MBI YITOPSIOUCHUS WM YITPABICHUS TTIOTOKOM.

5) UDP ucnoas3yet npotokot |P 1jis1 BeIsIBICHUS U yCTpaHEHHS OIIHOOK.

6) UDP npenocraBisieT CII0)KHBIC MEXaHU3MBI YIIPABJICHUS TIOTOKOM.

14) Kakue aBe QyHKIMH MTPUHAJICKAT YPOBHIO MpeacTaBiicHus? Boeioepute aBa
BapHaHTa OTBETA.

1) kommpeccus;

2) anapecarus;

3) mudposaHue;

4) ynpaBJcHHE CeaHCAMU;

5) ayreHTH(UKAIHUA.

15) Kakwue nBa npotokosia paboTaroT Ha CaMOM BBICOKOM YPOBHE CTEKa MPOTOKOJIOB
TCP/IP? BeibepuTe 1Ba BapuaHTa.

1) DNS

2) Ethernet

3) IP

4) POP

5) TCP

6) UDP

16) Kakue aBe pOIM MOXKET BBITIOIHSITH KOMITBIOTEP B OJTHOPAHTOBOW CETH MPH
OTKPBITHH JOCTYyMA K (ailily ¢ 0JHOr0 KOMIBIOTEPA I JPYroro KoMnsrorepa?

BriGepure n1Ba BapuaHra.
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1) KiMeHT;
2) Bemymimii;
3) cepsep;
4) BeIOMBIN;

5) TpoMeKyTOYHOE YCTPOMCTBO.

17) VYkaxute HazHaueHue cooodmenuss HTTP GET,

1) 3ampoc BeO-cTpaHHMIIBI ¢ BeO-cepBepa,;

2) ortnpaBka nHpopMaIuu 00 omMOKe ¢ BeO-cepBepa Ha BEO-KITUECHT;,
3) 3arpyska KOHTEHTa Ha BeO-cepBep C BeO-KIUCHTA,

4) mosydeHue COOOIEHUH 3JICKTPOHHOM IMOYTHI KIIMEHTA C IIOYTOBOT'O CepBepa uepe3

TCP-nopt 110.

18) BecmnpoBogHoMy y3i1y He0OX0aumo 3anpocuTh IP-anpec. Kakoit mpoTokos Oyaet
00pabaTbIBaTh 3TOT 3ampoc?

1) FTP

2) HTTP

3) DHCP

4) ICMP

5) SNMP
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[Tpunoxenue 7
IIpumep KOHTPOJIBHOI0 TECTUPOBaHMS (0230BbIil YPOBEHD)

Monayasb 4. Co3nanue ceTH ¢ HCNOJIb30BAHUEM

ceTeBoro ogopynosanusi Cisco

Jlata

Maxcumanvroe 8pems evinoanenus 3aoanuil: 30 munym

OUO I'pynmna

Bonpocel TecTOBOrO 3a1aHus
1) Komnanus pacummpsieT CBOW OW3HEC B JPYIHX CTpaHax. Bce Quumanbl JOKHBI
ObITh TOCTOSHHO IOJAKIIOUYEHbl K IJIaBHOMY oQucy kopnopauuu. Kakas cereBas
TEXHOJIOTUs TpedyeTcs Uil 3TOro?
1) nokanbHas ceth (LAN);
2) ropoxuckas cetb (MAN);
3) rnob6ansHas cets (WAN);

4) oectpoBoaHas jokanbHas cetb (WLAN),

2) Tlonp3oBaTenb JOMAIIHEr0 KOMITbIOTepa mojbickuBaeT |SP-moakioueHue,
o0ecreunBaoIiee BBICOKOCKOPOCTHYIO  HUGPOBYIO TMepeAadyy IO  OOBIYHBIM
TenedoHHbIM TuHUAM. Kakoit Tun nogkmouenus kK ISP emy cnegyer ucnonb3oBaTh?
1) DSL;

2) KOMMYTHPYEMbIH AOCTYII,

3) CHyTHUKOBas CBS3b;

4) COTOBBIM MOJEM;

5) xabenbHBINA MOJEM.

3) Kak kauectBo oOciyxuBanus (QOS) momoraer ceTd MOIACPKUBATH MIUPOKHIA
CIIEKTpP MPUIIOKEHHUIN U CEPBUCOB?
1) cHwKas MOCJIEICTBUS OTKA3a CETH;

2) crnocoOCTBYs OBICTPOMY BOCCTAHOBIICHHIO TIOCTIC OTKA3a CETH;



3)
4)

4)
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IIPEIOCTaBIISS MEXaHU3MbI YIIPABIICHUS CETEBBIM TPa(UKOM MPHU NEPETPY3KE;
obecrieunBasi BO3MOXXHOCTh PACUIMPEHUs CETU JJIA TOAKIIOYEHHUS HOBBIX

OJb30BaTEIEH.

Ha xakom unTepdeiice koMMmyTaTopa aJMUHUCTPATOP JTOJDKEH HAcCTpouTh |P-ampec

JUTSI BO3MOKHOCTH YIAJIEHHOTO YIPABIIEHUS 3TUM KOMMYTaTOpOM?

1)
2)
3)
4)

5)

FastEthernet0/1
VLAN 1
vty 0

console 0

[Tlocne wu3MeHeHHWss HacTpoeKk Ha KommyTtatope CiSCO agMHHUCTPAaTOp CETH

BBIMOJIHACT KOMaHay COpYy running-config startup-config. Ykaxure pesynbraT BBOJA

9TON KOMaH/bI.

1)
2)
3)

4)

6)

HoBas kondurypamus Oyaer coxpaHeHa Bo (uiel naMsTu.

HoBas xoHurypauus 0yaeT 3arpyskeHa mocje rnepesamnycka KoMMyTaTopa.
Texymuit  Qaitn  10S Oyzer 3ameHeH @QailioM ¢ HOBBIMH TapaMeTpamu
KOH(Urypanum.

N3menenuss koHdurypanuu OyayT yaajdeHbl, a HUCXOJHBIE MMapaMeTpsl OyayT

BOCCTAaHOBJICHBI.

Barnsuure Ha pucyHok. CeTeBoWd aJIMHHUCTPATOp HACTPAWBAET YyIpPaBJICHHE

noctynoMm Kk kommytaropy SW1. Ecnu agmuHHCTpaTop UCHONB3yeT mpotokon Telnet

AJI1 TOAKIIFOUCHHA K KOMMYTATOpY, KaKou mapoJib Tp€6yCTC$I BBCCTH I JOCTYyIIa K

npuBUiIerupoBanHomy pexumy EXEC?



2)
3)
4)

7)

74

Enter configuration commands, one per line. End with CNTL/Z.
SW1l(config)# enable password letmein
SWl(config)# enable secret secretin
SW1l(config)# line console 0
SWl(config-line)# password lineconin
SW1l(config-line)# login
SW1l(config-line)# exit
SWl(config)# line vty O 15
SW1l(config-line)$ password linevtyin
SWl({config-line)$ login
SW1l(config-line)$ end
SWi1s$
1) letmein

secretin

lineconin

linevtyin

Kakoe monkmouenue obecnieunBaet 6e3omacHsiil ceanc CLI ¢ mmdpoBannem k

kommyTtatopy Cisco?

1)
2)
3)
4)

8)

KOHCOJIBHOE MTOIKIIOYEHHE;
nonakiarouenne AUX;
MOJKJIFOYEHHE 10 mpoTokoiy Telnet;

noakirouenmne SSH.

CereBoii HH)KEHEp HacTpauBaeT UHTEp(dEiic, BBOIS CASAYIONIYI0O KOMAHTY:

SanJose(config)# ip address 192.168.2.1 255.255.255.0. KomaH1a OTKIOHSAETCSI

ycTpoicTBOM. B uem npuunna?

1)
2)
3)
4)

9)
1)
2)

KOMaH/1a BBOJIUTCSI B HETIPABUIILHOM PEKHUME PabOTHI;

WCTOJIB3YETCSl HETPABUIIBHBIN CUHTAKCUC KOMaH/IbI;

HENpaBWIbHAs MacKa MOJCETH;

uHTepdeic BEIKITIOUEH U JOHKEH ObITh BKIFOUEH JI0 TOTO, KaK KOMMYTAaTOP YTBEPIUT

IP-anpec.

Yro npousoiiiet nocjae HaxaTus kiaBuiny 1ab mpu BBojae komanasl B 10S?
MpephIBaHUE TEKYIIIEH KOMaH/Ibl U BO3BPAT B PEKUM HACTPOMKU;

BBIXO/I U3 PEKUMa HACTPOWKH U BO3BPAT B MOJIb30BaTeIbCKHM pexum EXEC;
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3) mepemelieHre Kypcopa B Ha4allo CIACIYIOIIEH CTPOKH;

4) BBOJ, OCTaBIICHCS YaCTHU HEIIOJHOCTHIO BBCACHHOI'O CJIOBA B KOMAaHJAC.

10) Yro sBiseTCS XapaKTEPUCTUKOW COOOIICHHI MHOTOQIPECHON PACCHUIKH?
1) OnHu oTnpaBIsAOTCS U30PAHHOM IPYIINE XOCTOB.

2) OHH OTIPABISIOTCS BCEM XOCTaM B OJTHOW CETH.

3) OHu TpeOYIOT MOATBEPIKICHHUS.

4) Onu OTIIPABJIAIOTCA B CAMHCTBCHHOC MCCTO HA3HAYCHU .

11) Kaxko# mpoTOKOJI OTBEUAET 3a YIPaBJICHUE Pa3MEPOM CETMEHTOB H CKOPOCTHIO
oOMeHa ceTMEHTaMU MEX/y BeO-KIMEHTOM U BeO-cepBepoM?

1) TCP

2) IP

3) HTTP

4) Ethernet

12) Kakoii ypoBens B Mozeiau TCP/IP orBedaer 3a MapIipyTU3aIiuio cooOCHNI
MEKy CETAMMU?

1) MexceTeBoit;

2) TpaHCIOPTHBIN;

3) ceTeBoii qOCTYy,

4) CceaHCOBBIN.

13) Kakoe yTBepaeHHe TOUYHO OMKChIBaeT npoiiecc uHkancymnsuuu 1CP/IP, eciu

KOMITBIOTEP OTIPABIISICT TaHHBIE TIO CETH?

1) [laHHBIC MEpEaarOTCs ¢ MHTEPHET-YPOBHS Ha YPOBEHb CETEBOTO JOCTYIA K CETH.
2) TlakeTwl OTIPABISIOTCS C YPOBHS CETEBOTO JIOCTYIIA HA TPAHCTIOPTHBINH YPOBEHb.
3) CermeHTHI IepeaalOTCs ¢ TPAHCIIOPTHOTO YPOBHS HA HHTEPHET-YPOBEHb.

4) Kaapsl nepeaaroTcs ¢ ypOBHS CETEBOTO JOCTYIa Ha HHTEPHET-YPOBEHb.

14) Kakoii yHUKaIBHBINA ajgpec BCTPOEH B ceTeByro mHTepdericHyro miaty Ethernet u
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UCIIOJIB3YeTCs ISl OOMeHa JqaHHbIMU 110 cetu Ethernet?
1) anpec y3na;

2) IP-anpec;

3) MAC-anpec;

4) cereBoOM ajapec.

15) CereBoii aIMUHHUCTPATOp YCTPAHSET HEMOJAJKH MOIKIIO4YeHUs Ha cepBepe. C
MOMOIIBIO TeCTepa aJIMHUHUCTPATOP OMPEEISET, YTO CUTHANbBI, CO3/1aBAEMbI€ CETEBBIM
KOHTPOJUIEPOM CEepBEpa, MCKaXEHbl U HE MOAXOAAT IJIS MCIOJIb30BaHMs. B kakom w3
ypoBHe# moaenmu OS| BeIToHAETCS KiacCupUKaIUsI OmrMOKu?

1) ypoBeHb NpeACTaBICHHS;

2) CeTeBOW YPOBCHB;

3) (u3HYCCKHI YPOBCHB;

4) KaHaJIBHBIN YPOBEHB.

16) CereBoii WHKEHEpP HM3MEPSET CKOPOCTh Mepelavyd OUT 10 MaruCTPalbHOW CEeTH

KOMIIAaHUM  JJI1  B&XHEWIIMX  (PUHAHCOBBIX  MPWIOKEHUH.  AJIMUHUCTPATOP

oOHapyXHBaeT, 4YTO (QaKTU4ecKass MpPOIyCKHAas CIOCOOHOCTh OKa3zajach HUXKE

TEOpPETUIECKH BO3MOXKHOU. Kakue Tpu ¢axTopa MOTIM MOBIUATH HA TaKOE W3MEHEHHE

MPOIYCKHOM criocoOHOCTH? BribepuTe Tpu BapuaHTa.

1) Texyumit 00beM TpaduKa ceTH;

2) CIOXHOCTh CII0C00a MHKATICYJISLNH, IPUMEHSIEMOTO K JaHHBIM ;

3) Tun Tpaduka ceTH;

4) 3anmepiKka, BOSHHKIIAS M3-3a KOJMYECTBA CETEBBIX YCTPOUCTB, M0 KOTOPHIM MTPOXOIST
TaHHbBIE;

5) mosoca npomyckanus npu noakaodeHun cetu WAN k MHTepHeT;

6) HaJeKHOCTH MarkucTpalibHOU HHPpacTpyKTyphl Ethernet gigabit.

17) Kakasi MeTO/IMKa MCIIONB3YETCs /Il YMCHBIICHUS MIEPEKPECTHBIX MOMEX B METHBIX

Kkabemsx?

1) Hanuuue HaJISKAIIETO 3a3EMIICHMS,

2) CBHMBaHHE MEXKIY COOOI MPOBOIHUKOB U3 OTHOW TaphbI;
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3) 00&pThIBaHUE CBA3KH MPOBOIOB C UCIIOJIL30BAHUEM METAJUTUIECKOTO
KpPaHUPOBAHMS,

4) paspaboTka kabenbHON HHPPACTPYKTYPHI AJIs IPEAOTBPALICHUS BO3ACHCTBUS
NepeKpPECTHBIX TOMEX;

5) orcyrcTBHE NepernOoB MO OCTPHIM YIIIOM BO BpEMS YCTAHOBKH.

18) Vkaxute xapakTepucTuky moaypoBss LLC.

1) OHn obecrnieurBaeT HEOOXOAUMYIO JIOTHUECKYO aIpecaliiio, KOTopas Onpe/esseT
YCTPOMCTBO.

2) OH obecrieunBacT pa3rpaHUYCHHUE JAHHBIX B COOTBETCTBHHU C TPEOOBAHUSIMHU
(bU3UYECKON CUTHAIM3AIIAN CPEIbl TIepeIaun JaHHBIX.

3) On nomemaeT HHGOPMAIMIO B KaJIp, YTO MO3BOJIIET HECKOJIBKHM MTPOTOKOIAM

YPOBHS
3 UCTIOB30BaTh OJIMH U TOT )K€ CeTeBOM MHTEPQEHC U CpeTy mepeadn TaHHbBIX.

4) OH ompeaenseT MPOrpaMMHBIC MPOIECCHI, KOTOPBIC 00CCIIEYMBAIOT PabOTy

(bU3UYECKOTO YPOBHSI.

19) Kakoit MeTOI MCITOJIB3YETCS IS YIIPABICHHUS aCCOIMATHBHBIM JOCTYIIOM B
OeCIpoOBOTHOM ceTH?

1) CSMA/CD;

2) TPHOPHUTETHOE YIOPSAI0UYCHHUE;

3) CSMA/CA,;

4) »scradeTHas nepeaaya.

20) Yto mpoucXoauT B MPOIIECCE UHKATICYIISIIIMY Ha KaHAJIbHOM YPOBHE Ha
KOMITbIOTEpPE, TIOJIKIFOYeHHOM K ceTr Ethernet?

1) no6asnsiercs IP-ampec;

2) mobaBisieTCs JOTHYECKHIA afpec;

3) nobGamnsercs GU3MUSCKUN apec;

4) nobaBisieTcss HOMEP IopTa MpoIiecca.
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21) B uem 3akiIrOuYarOTCS TPU OCHOBHBIC ()YHKIIMOHAILHBIC BO3MOXHOCTH,
Npe0CTaBIIEMbIC MHKATICYIISINEH TaHHBIX YpOBHS 2?7 BriOepuTe Tpu BapraHTa OTBETA.
1) wucnpaBicHHE OMMOOK C IIOMOIIBI0 METO1a OOHAPYKCHHS KOJUTH3UH;

2) yHOpaBJCHHE CCAHCAMU C UCIOJIb30BAHUEM HOMEPOB ITOPTOB;

3) anpecarus KaHAJILHOTO YPOBHS;

4) pa3MelicHUE U yIaJICHUE KaJPOB U3 CPE/Ibl Iepeaayuu JaHHbIX;

5) obuapyxeHue omuOoK B pamkax pacuétoB CRC;

6) pasneneHue rpymin OUTOB B KaJIPHI;

7) mpeoOpazoBaHue OMTOB B CUTHAJIBI JaHHBIX.

22) Hasosute nBe xapakrepuctuku MAC-anpecos Ethernet? Beibepure aBa BapraHTa.
1) oHU SABISAOTCS INI00ATHFHO YHUKATBLHBIMH;

2) oHHM Bceraa MapuipyTusupyrorcs B lHTepHere,

3) oHU BbIpaXaroTcs 12 mecTHAIIATCPUIHBIMU ITUPpaMHU;

4) MAC-aapeca UCIIONB3YIOT THOKYIO HEPAPXHUUECKYIO CTPYKTYPY;

5) MAC-aapeca nomKHBI OBITH YHUKAIBHBIMHA 17151 HHTEepdeiica Ethernet u

MOCJIEIOBATEIBHOTO HHTEp(eiica ycTponcTBa.

23) Uro caenaet yCTpoMCTBO MpH mosaydeHun kaapa Ethernet pasmepom 60 0aiT?

1) otOpocuTt Kajp;

2) o0OpaboTaeT KaJp Kak €CTh;

3) otmpaBuUT cooOIIeHHE 00 OMMOKE HA YCTPOWCTBO-OTIPABUTEIIb;

4) nmoGaBUT OANTHI CO CAYYAMHBIMU JAHHBIMH IS TOCTHIKEHUS pa3Mepa Kajapa B 64
OaifTa, mocJe yero nepenuieT Kaap.

24) UYro caemaer y3en B cet Ethernet, ecin moayuut kaap ¢ MAC-anpecom

Ha3HA4YEHUs, KOTOPBIM HE COOTBETCTBYET ero cooctBeHHoMy MAC-aapecy?

1) Or6pocur Kazap.

2) Tlepenuier kaap Ha CICTYIONIUI y3el.

3) VYmamuT Kaap u3 Cpemsl.

4) OTOpOCHUT 3aroJIOBOK KaHAJIBHOTO YPOBHs JiJIs poBepku |P-anapeca mosryuaTerns.
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25) B kakux IBYX Cilydasx KOMMYTATOp MEpeluieT Kaap U3 KakKI0ro mopra, KpoMe
1opTa, Yepe3 KOTOPbIi 3TOT Kajap Obu1 onyueH? Bwvibepume 06a éapuanma.

1) nns xazgpa B KauecTBE ajpeca Ha3HAYCHHUs YCTAaHOBJICH IIMPOKOBEIIATEIbHBIN ajpec;
2) KOMMYTaTOPY HEM3BECTEH aJIpeC Ha3HAYCHUS;

3) aapec HCTOYHHKA B 3ar0JIOBKE KaJipa SBISETCS MIMPOKOBEIIATEIBHBIM aJJPEeCOM;

4) anpec UCTOYHUKA B KaJIPE SBJIACTCS TPYIIIOBBIM aJpPECOM;

5) aJIp€C HA3HAYCHUA B KaAPC ABJLICTCA N3BCCTHBIM MHANBUAYAJIbHBIM aJIpCCOM.

26) Kaxkoii crmoco0 KoMMyTaIliy UMEET CaMblii HU3KUH YPOBECHbD 3aJICPIKKHU?
1) cKBO3HAs KOMMYTAIIUS;

2) KOMMYTAIUS C POMEKYTOYHBIM XPaHCHHUEM;

3) KoMMYyTAIlHsI C UCKITFOUeHHUEM (DparMeHTOB;

4) ObICTpas mepechLIKa.

27) Kaxkwue aBe KOMaH/IbI MOKHO MCITOJIB30BaTh Ha y3i1e Windows, 9To0bl 0TOOPa3UTh
Tabnuiry MapiipyTtusanuu? BeiGepute 1Ba BapuaHTa OTBETA.
1) netstat -s
2) route print
3) show ip route
4) netstat -r
5) tracert

[IpoekT sABISICTCS OJHUM M3 BHJIOB CAMOCTOSATEIIBHOM PaObOTHI, IPETYCMOTPEHHOM
B X0Jie 00yueHus: o nporpamme. Ilemaror okaspiBaeT KOHCYJIbTAIMOHHYIO MOMOIIb B
BBITIOJIHEHUH MPOEKTA.

B kommiekT  oOs3aTeNbHBIX  MaTEpUAIOB, KOTOPbIE  MIPEACTaBISIOTCS

00ydJaronmmMcs, BXOJIUT: UCXOIHBIN KOJ POTPaMMBbI B apXUBE, MPE3CHTAIIHSI IPOEKTA.
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Baank oueNKN REINBUIYATEHMTTPYNNOBMI NPOLKTOS
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AHHOTALIUA

[Tporpamma  «CuctemMHOE€  aJIMUHUCTPUPOBAHME»  UMEET  TEXHUYECKYIO
HaNpaBJIEHHOCTh, B XoJ¢ oOydeHus oOydarommuecs MNPUOOIIAIOTCS K HWHKEHEPHO-
TEXHUYECKUM 3HAHMSIM B 001acTH WH(DOPMAIMOHHBIX TEXHOJOTUH, (OPMHUPYIOT
JIOTUYECKOE U TEXHUUYECKOE MBIILICHHUE.

Hannast oOpa3oBaTelbHas MporpaMMma BKIIOYAaeT B ce0s JTOCTIDKEHHUS Ccpasy
HECKOJBKMX HampaBieHui. B  mporecce aaMUHHCTpUpOBaHUS JETH  MOJy4aT
JOTIOJTHUTENbHOE 00pa3oBaHue B 00JACTH MAaTEMATUKH, SJIEKTPOHUKU U UH(OPMATUKH, a
TaK)Ke 3HAHUS B 00JIACTH TEXHUYECKOTO aHTJIMHUCKOTO S3bIKA.

[Tporpamma «CuctemMHOE aIMHUHHCTPUPOBAHUE)» II03BOJSIET MOIYYUTh JETSAM
HE0OX0IUMbI 00bEM 3HAHUI B 3aBUCUMOCTH OT YPOBHS IOJATOTOBKH U MOTPEOHOCTH.

[Iporpamma paccuntana Ha oOy4daromuxcs 12-17 ner.
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